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Preface

1. Preface
1.1 Intended Audience

This document is intended for the following audience:
e  Customers

. Partners

1.2 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.3 Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

1.4  Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters cover following:

e Introduction

e  Prerequisites

e Installation

e Post Installation Steps

e  Product Verification

e  Multi-Entity Installation and configuration
e Best Practice

e  Troubleshoot Overview

1.5 Related Information Sources

For more information on Oracle Banking Digital Experience Release 19.1.0.0.0, refer to the
following documents:

e Oracle Banking Digital Experience Licensing Guide

e Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual
e Oracle Banking Digital Experience Origination Social Media Integration
e Oracle Banking Digital Experience OHS User Interface Configuration

e Oracle Banking Digital Experience Chatbot Configuration

e Oracle Banking Digital Experience Mobile Application Builder-Android
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e Oracle Banking Digital Experience Mobile Application Builder-iOS
e  Oracle Banking Digital Experience Security Guide

e Oracle Banking Digital Experience System Configuration

e User Manual Oracle Banking Digital Experience Core

e Oracle Banking Digital Experience File Upload Report Configuration
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Introduction

2. Introduction
2.1 Purpose of the Document

The purpose of the OBDX Installation Manual is to provide a step by step overview on the
installation process of the solution.

It includes:

Reference to prerequisites software installation required for OBDX & OBDX installer

Setup of OBDX with Oracle’s own Core Banking and Origination Products along with Third-
party HOST system.

Running the installation in silent mode
Advanced Configurations (Post installation)
Installation Verification

Multi-Entity Installation and configuration
Best Practice

Troubleshoot Overview

Home
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Prerequisites

3. Prerequisites

OBDX pre-requisite software should be installed and available before proceeding.

For OBDX pre-requisite software setup refers document “Oracle Banking Digital Experience Installer Pre-
Requisite Setup Manual’ mentioned in section 1.5 Related Information Sources.

Installer Pre-requisite verification

Post installation of OBDX Installer prerequisite software’s, verification can be done using below steps.

Note: Verification should be performed on Server where Oracle Weblogic is locally installed and by OS
user (which is owner for Oracle Weblogic home directory) for non-root steps. The same user will be used
to execute installer.

Oracle Instant client

Step 1: Login using root user.

Step 2 : Run below command to verify if Oracle Instant client is installed.

rpm -qa | grep oracle

Note: Above package verification command is specific to Oracle Linux and RHEL distributions only. For
other Linux distributions or OS please refer to OS specific package manager documentation.

Python:
Step 1: Execute python —V command

python -V

Note: Ensure Python 2.7.5 supported version is installed. Above command should reflect the same.
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Prerequisites

cx_Oracle & Urwid:

Step 1: Execute python command
python

Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should be
done using Python 2.7.5.

Step 2: Import Urwid and check version

import urwid (Press Enter)

urwid.__version__

If version is displayed, then Urwid is installed and available for use.

Note: Ensure Urwid 1.3.1 supported version is installed. Above command should reflect the same.

Step 3: Similarly import cx_Oracle and check version
import cx_Oracle (Press Enter)

cx_Oracle.version

If version is displayed, then cx_Oracle is installed and available for use.

Note: Ensure cx_Oracle 5.2.1 supported version is installed. Above command should reflect the same.

Home
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Installation

4. Installation

Pre-Installation

e Install all the prerequisite software and packages mentioned above

Steps of Installation

o Download and extract the installer zip file (Base).

e Navigate to “<OBDX INSTALLER DIR>/core/config”

e  Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBDX_BU)

[ /scratch/obdxdevops/OBDX191_Installer/OBDX Installer/core/config/i rties - - Editor - WinSCP - X

HE2 BXaE 9 i & 5 & Encoding - [IColor~ & | @

# Installer Properties
4

# All entries to be made immediately after the '=' and WITHOUT quotation marks. i.e. ' or ""
#

EE

HHEEHEHEHEHEHHEHHER
# #
# Weblogic Details #
# #
FHEEHEHEHEHEHHEHHER

#Middleware home path. Example /home/obdxuser/Oracle/Middleware/Oracle Home - where you have sub-directories like wlserver,oracle_common etc.
MIDDLEWARE_HOME=/home /devops /Oracle/Middleware/Oracle_Home

#JAVA home path. Example /home/obdxuser/jdkl18 - where you have sub-directories like bin,jre,lib etc.
JAVA_HOME=/home/devops/jdk18

#Path where OBDX config files needs to be installed. ****D0O NOT KEEP INSTALLATION_HOME AS MIDDLEWARE _HOME or any existing directory.****
INSTALLATION_HOME=/home/devops/obdx

#Domzin name. The domain will be created by the name specified.
WLS_DOMAIN_NAME=0BDX191INS

#Domain path. Example /home/obdxuser/domain.
WLS_DOMAIN_PATH=/home/devops/domain

#Domain user ID. The user id will be used to access the lWieblogic Administration console.
WLS_DOMATN_ADMIN_USER=weblogic

#Name of 0BDX cluster.
WLS_CLUSTER_NAME=obdx_cluster

#Host name or IP address of managed server participating in the cluster.
WLS_CLUSTER_NODE_HOSTNAME-obdxwls. in.oracle. com

Line: 35/210 Column: 73 Encoding: 1252 (ANSI - Lat Modified

IMPORTANT:

e  Enter the values right after the “="sign
e DO NOT change anything to the left of the “="

e DO NOT change any of the flag values or pre-filled values (such as WLS_JDBC_DIGX_NAME,
WLS_JDBC_DIGX_JNDI, Flag values etc) available in “Factory Shipped” section.

e  Ensure there is no blank space after “=" sign, except specific flavor specific configuration

Only below parameters should be set in installer.properties file.
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Component | Parameter Description Example
Enter the hostname of the
database server which
would host the database
OBDX_DATABASE_HOSTNAM schema for OBDX and
E Weblogic RCU 0fss310759
Enter the port number of
OBDX_DATABASE_PORT the database listener 1521
Enter the Oracle Service
Name for database | obdxdb.in.oracle
OBDX_DATABASE_SID instance .com
OBDX_DATABASE_SYS_USE | Enter the username with
R 'sys' privileges Sys
For OBDX schema name
. like "OBDX_DEV" POST
(fgweegf(‘)';c FIX is 'DEV'. SHOULD BE
RCU and POST_FIX IN UPPERCASE ONLY. DEV
S((:)hBe?n);) OBDX_DBA_DIRECTORY_NA | Enter the directory name in
ME which you want the OBDX
schema tablespace datafile
to be created. Enter Logical
name (i.e. | OBDX_DIR
DIRECTORY_NAME
column) from
DBA_DIRECTORIES table
NOT the physical path.
OBDX_AUDIT_DBA DIRECT | Enter the directory name in
ORY NAME which you want the OBDX
- AUDIT tablespace datafile
to be created. Enter Loglpal OBDX AUDIT
name (i.e. DIR -
DIRECTORY_NAME
column) from
DBA_DIRECTORIES table
NOT the physical path.
Component | Parameter Description Example
EHMS DB Enter the hostname for EHMS
details (to EHMS_DATABASE_H | database server
be OSTNAME 0fss310759
configured
g?%&\igs; EHMS_DATABASE_P | gpier the port number of EHMS
as ORT database listener 1521
UBS,FCORE
&OBPM) Enter the Complete OBDX-EXT EHMS182SCHE
EHMS_SCHEMA_NAM | (B1A1) Hostlnterfaceschema name | MA
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you want installer to create as new
schema.

SHOULD BE
ONLY.

IN UPPERCASE

EHMS_DBA_DIRECT

Enter the directory name in which
you want the OBDX-EXT (B1Al)
schema tablespace datafile to be
created. Enter Logical name (i.e.
DIRECTORY_NAME column) from

DBA_DIRECTORIES table NOT | OPATCH_LOG
ORY_NAME the physical path. DIR
EHMS_DATABASE_S | Enter the username with 'sys'
YS_USER privileges Sys

EHMS_DATABASE_S
ID

Enter the EHMS database Service
Name

obdxehmes.in.ora
cle.com

EHMS_HOST_SCHEM

Enter the EXISTING EHMS HOST

A_NAME schema name OBDXUBS
EHMS_CCY(to be

configured for UBS

and OBPM  HOST | Enter the Country code for EHMS

only) HOME Branch GB

EHMS_HB (to be

configured for UBS

and OBPM HOST | Enter the Branch code for

only) code for EHMS HOME Branch AT3
EHMS_FCORE_FCU | FCORE-FCUBS schema name FCRUBSHOST

BS_SCHEMA_NAME
(to be configured for
FCORE HOST only)

Installation Guide
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Weblogic server
details

Component Parameter Description Example
Oracle Weblogic Middleware home
path. Example
/home/obdxuser/Oracle/Middleware | /home/obdxuse
/Oracle_Home - where you have r/Oracle/Middle
sub-directories like ware/Oracle_H
MIDDLEWARE_HOME | wiserver,oracle_common etc. ome
/home/obdxuserl/j
JAVA_HOME Path where JAVA (JDK) is installed | dk18
Path where OBDX is to be installed.
All configuration files will be copied
as a sub-directory “config” under
this directory. DO NOT KEEP
INSTALLATION_HOM | INSTALLATION_HOME AS /home/obdxuser/
E MiddlewareHome. obdx
Path where OBDX Weblogic
domain should be created. Users
can now enter custom path as per | /home/obdxuser/
WLS_DOMAIN_PATH | their requirements. domains

WLS_CLUSTER_NAME

Name of cluster; this cluster would
have one single managed server.

obdx_cluster

WLS_CLUSTER_NODE
_HOSTNAME

Host name or IP address of
managed server participating in the
cluster. Currently only single
node is supported.

0fss310759

WLS_ADMIN_SERVER
_PORT

Weblogic AdminServer port. It is the
port to access the administration
console of the Weblogic server.
Generally port 7001 is used as the
AdminServer port. Custom port
are supported.

7001

WLS_ADMIN_SERVER
_SSL_PORT

AdminServer SSL port. It is the port
used to securely access (https) the
administration console of the
Weblogic server.

7002

WLS_NODE_PORT

Node Manager Port. It is the port
used by Node Manager to be
configured for OBDX domain.
Generally, 5556 is utilized as Node
Manager Port. Custom ports are
supported.

5556

Installation Guide
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Managed server name. This will be
the name of the managed server
created in the cluster followed by | clip
WLS_MS_SERVER_NA | indexes. eg- If this is set as ‘clip’
ME managed servers would be clipl.
Managed Server Port. Managed
server will utilize this port for
hosting OBDX components and
WLS_MS_SERVER_PO | associated resources. Custom
RT ports are supported. 9001
WLS_DOMAIN_NAME Enter Weblogic Domain name. obdx_domainl
Domain user ID. The user id will be
WLS_DOMAIN_ADMIN | ysed to access the Weblogic
_USER Administration console. weblogic
Set the paths for the persistent
WLS—JMS—FILEUPEO store of the FileUpload JMS
AD—P_S (to € | modules. DO NOT KEEP path as
configured for all | INSTALLATION_HOME or as sub
OBDX supported | directory inside | /scratch/obdx/
HOST) INSTALLATION_HOME. FileUpload
Set the paths for the persistent
store of the Audit IMS modules. DO
WLS_3IMS_AUDIT_PS | NOT KEEP path as
(to be configured | INSTALLATION_HOME or as sub
for all  OBDX| directory inside /scratch/obdx/A
supported HOST) | INSTALLATION_HOME. udit
Set the paths for the persistent
WLS—JMS—REPORTBP store of the Reports JMS modules.
s (o € | DO NOT KEEP path as
configured for all | |NSTALLATION_HOME or as sub
OBDX supported | directory inside /scratch/obdx/R
HOST) INSTALLATION_HOME. eports
Set the paths for the persistent
store of the JPA JMS modules. DO
WLS_JMS_JPA_PS | NOT KEEP path as
]Sto be ﬁonflgured INSTALLATION_HOME or as sub
or a OBDX | directory inside
tch/obdx/JP
supported HOST) | INSTALLATION_HOME. fcra ch/obdx/
WLS_JMS_EXTSYSRE | Set the paths for the persistent
CEIVER PS store of the ExtSystemReceiver
- . JMS modules. DO NOT KEEP path
IStO be ﬁonflgwed as INSTALLATION_HOME or as
or a OBDX | sub directory inside
supported HOST) | INSTALLATION_HOME. /esccéi‘?/tg:‘/(’bd” R

Installation Guide
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WLS_JIMS_EXTSYSSE
NDER_PS

(to be configured
for all OBDX
supported HOST)

Set the paths for the persistent
store of the ExtSystemSender JMS
modules. DO NOT KEEP path as
INSTALLATION_HOME or as sub
directory inside
INSTALLATION_HOME.

/scratch/obdx/S
ender

RCU

OBDX_RCU_STB_PRE
FIX

STB schema name prefix. If schema
pre-fix is 'OBDX' then 'OBDX_STB'
would be the STB schema name.

OBDX_STB

OBDX
Application
Administrator
user details

OBDX_ADMIN_USERN
AME

Set username for OBDX application
Admin user. USERNAME IS CASE
SENSITIVE. In-case of OUD as
provider username should be the
User ID mentioned during user
creation steps mentioned in pre-
requisite document (refer To create
User and mapping it to the Group
section)

superadmin

Enter the Email ID for OBDX application

superadmin@ora

OBDX_ADMIN_EMAIL | admin user. cle.com

Enter the mobile number for OBDX
OBDX_ADMIN_CONTA application admin user. COUNTRY
CT_NO CODE IS MUST. +911234567890

Note: Apart from above any other property values should not be modified

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH variable

before proceeding.

Login with OS user which was used to perform OBDX pre-requisite software installation (or has
ownership on Oracle Weblogic home directory)

Ensure OBDX Installation home and filestore path’s maintained in installer.properties exists and user
running the installer has read-write permissions.

Installation Guide
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Installation Steps:

e  From your terminal navigate to <OBDX INSTALLER DIR>/

e  Enter the following command

python runinstaller.py

Select the appropriate type of Installation

Oracle Banking Digital Experience

= from the

e  OBDX Installation: This option should be used for first-time installation or for first entity only. Existing
installation should not utilize this option unless performing “Reinstall” on already installed
environment.

e New Entity Creation: This option should be used for multi-entity installation only.

Installation Guide 15
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Post selection of installation type.

Select the appropriate host system for Installation

Oracle Banking Digital Experience

FLEXCUBE Universal Banking

Third Pa

Oracle FLEXCUBE Universal Banking (OBDX with UBS)

Select the version of UBS HOST system from available options

Oracle Banking Digital Experience

Installation Guide 16



Installation

Post UBS HOST version selection, Select Installation mode

Oracle Banking Digital Experience

Installer v19.1.0.0.

NHew Installation

Mode of Installation - New Installation

° New installation

In-case of a fresh installation of OBDX with appropriate host system for the first run on server.

Below screens would appear to taken end-user input

Oracle Banking Digital Experience
Installer v19.1.0.0.0

Installation Guide 17
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Enter below passwords:

e  SYS privilege user password where OBDX schema would be created
e OBDX schema password

e OBDX STB schema password

¢  Weblogic console administrator user password

e  SYS privilege user password where UBS host schema exists

e  Existing UBS HOST schema password

e New OBDX EHMS schema password

e Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Third Party System (OBDX with THP)

Post Third Party System selection, enter the required credentials details

Oracle Banking Digital Experience

Installation Guide 18
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Enter below passwords:

e  SYS privilege user password where OBDX schema would be created

e OBDX schema password

e OBDX STB schema password

¢  Weblogic console administrator user password
OBDX application admin user password (In-case of OUD as provider, password should similar to
one used while user creation in OUD (or User Password field))

Oracle FLEXCUBE Core Banking (OBDX with FCORE)

Post Oracle FLEXCUBE Core Banking, enter the required credentials details

Enter below passwords:

e  SYS privilege user password where OBDX schema would be created
e OBDX schema password

e OBDX STB schema password

e  Weblogic console administrator user password

e  SYS privilege user password where FCORE host schema exists

e New OBDX EHMS schema password

e Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

Select the version of UBS HOST system from available options

Installation Guide 19
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QOracle Banking Digital Experience

Post selection of Oracle FLEXCUBE Universal Banking with Oracle Banking Payments version, enter the

required credentials details

Oracle Banking Digital Experience
Installer vig

Installation Guide 20
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Enter below passwords:

e  SYS privilege user password where OBDX schema would be created
e OBDX schema password

e OBDX STB schema password

e  Weblogic console administrator user password

e  SYS privilege user password where OBPM host schema exists

e  Existing OBPM HOST schema password

e New OBDX EHMS schema password

e Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Mode of Installation — Reinstall

Oracle Banking Digital Experience

w Installation

Reinstall

In-case of an existing OBDX installation that you want to overwrite OR in case of a previously failed
installation user can opt for this option.
Pre-requisites

e  Weblogic domain processes should be down (i.e. AdminServer, NodeManager, Managed Servers,
Derby etc)

e No open session (user should not be logged-in) with OBDX database schema (and OBDX EHMS
schema in-case of OBDX UBS;OBPM and FCORE flavor) and RCU schema.

Key pointers

Installation Guide 21
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e OBDX schema (and OBDX EHMS schema in-case of OBDX UBS flavor) and RCU schema would
be dropped and recreated (as per installer.properties). Tablespace would be re-used.

e  Weblogic domain (as per installer.properties) would be deleted and created again.

e Installation Home would be cleaned up (all files/ sub-directories would be deleted) and re-created
again.

Note: All input screens are similar to new installation option and as per the host system opted.

Installation Status

After selecting the mode and entering all required details, the status is displayed (as shown below) on the
terminal to indicate the progress of the installation.

22
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When the installation completes, the below message is displayed

Home
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Installation using Silent Mode

5. Installation using Silent Mode

This chapter describes how to run the OBDX installer in silent mode.

What is silent-mode installation?

During installation in silent mode, the installation program reads the details for your configuration
parameters (flavor; mode; passwords etc) from the environment variables (same session in which
installer is executed) and installer.properties that you set before beginning the installation. The
installation program does not display any configuration options during the installation process.

Steps for Silent-Mode Installation

e Download and extract the installer zip file (Base — non localization version).

¢ Navigate to “<OBDX INSTALLER DIR>/core/config”

¢  Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBDX_BU)
**Refer to page 9 to 14 (step 4) for filling up installer.properties.

° Set the environment variables , as shown below

Installation Guide 24



Installation using Silent Mode

Below parameters should be set as environment variables, depending on the Host system the installer
should be executed.

Host

Parameter

Description

Example

Environment
variables to
set for flavor:

FCORE;

UBS
(14.3.0.0.0 and
14.2.0.0.0
release)
OBPM(14.3.0.0
.0 and
14.2.0.0.0)

FLAVOUR

Flavour for
installation

UBS for Oracle
FLEXCUBE
Universal Banking
14.2.0.0.0 (OBDX
with UBS)

UBS143 for Oracle

FLEXCUBE
Universal Banking
.14.3.0.0.0 (OBDX
with UBS)

OBPM for Oracle
FLEXCUBE
Universal Banking

with Oracle Banking

Payments
14.2.0.0.0 (OBDX
with OBPM)

OBPM143 for

Oracle FLEXCUBE

Universal Banking

with Oracle Banking

Payments
14.3.0.0.0 (OBDX
with OBPM)

FCORE for Oracle
FLEXCUBE Core

Banking 11.7.0.0.0

(OBDX with
FCORE)

export
export
export
export
export

FLAVOUR=UBS or
FLAVOUR=UBS143 or
FLAVOUR=0BPM or
FLAVOUR=0BPM143 or
FLAVOUR=FCORE

MODE

Mode of installation.

‘New’ in-case of a

fresh installation of

OBDX for the first
run on server

‘Clean’ in-case of
an existing OBDX

installation that you

export MODE=New

or

export MODE=Clean

Installation Guide
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want to overwrite
ORin case of a
previously failed
installation or re-
installation

DB_SYS_PASSWORD

Sys user password
of OBDX database
(Existing)

export
DB_SYS_PASSWORD=0bdx182sys

SCHEMA_PASS

Password for new
schema on OBDX

export SCHEMA_PASS=obdx#182

database
STBPassword Password for RCU export
STB schema STBPassword=obdx182#stb
DomainPassword Password for export
Weblogic DomainPassword=wlsadmn
Administrator
console
EHMS_DATABASE_SYS_PA | Sys user password | export
SS of EHMS HOST EHMS_DATABASE_SYS_PASS=obdx
database (Existing) | ehmssys
EHMS_HOST_SCHEMA_NAM | Password of export

E_PASS

** Only required for

UBS & OBPM Host.
Ignore this

parameter in-case of

FCORE Host

existing EHMS
HOST schema
(Existing)

EHMS_HOST_SCHEMA_NAME_PASS
=obdxehmshost

EHMS_SCHEMA_PASS

Password for new
OBDX EHMS
schema on EHMS
HOST database

export
EHMS_SCHEMA_PASS=obdx182ehm
s

DBAuthPassword

Password for new
OBDX Administrator
user of OBDX
application (In-case
of OUD as provider,
password should
similar to one used
while user creation
in OUD(or User
Password field))

export
DBAuthPassword=obdxadmn

Environment

FLAVOUR

Flavour for
installation

‘OBDX’ for Third
Party System 1.0
(OBDX with THP)

export FLAVOUR=0BDX

Installation Guide
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variables to
set for flavor:

OBDX (Third-
party HOST)

Mode

Mode of installation.

‘New’ in-case of a

fresh installation of
OBDX for the first

run on server

‘Clean’ in-case of
an existing OBDX
installation that you
want to overwrite
OR in case of a
previously failed
installation or re-
installation

export MODE=New
or
export MODE=Clean

DB_SYS_PASSWORD

Sys user password
of OBDX database
(Existing)

export DB_SYS_PASSWORD=
obdx182sys

SCHEMA_PASS

Password for new
schema on OBDX

export SCHEMA_PASS=obdx#182

database

STBPassword Password for RCU export STBPassword=obdxistb
STB schema

DomainPassword Password for export
Weblogic DomainPassword=wlsadmn
Administrator
console

DBAuthPassword Password for new export

OBDX Administrator
user of OBDX
application (In-case
of OUD as provider,
password should
similar to one used
while user creation
in OUD(or User
Password field))

DBAuthPassword=obdxadmn

Run the runinstaller.py file with ‘--silent * argument along with ‘--base’ option

Installation Guide
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Installation using Silent Mode

Installation Status

The status is displayed on the terminal to indicate the progress of the installation.

When the installation completes, the below message is displayed

P PuTTY (inactive) - e

Home
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Installer Verification

Installer Verification

Each execution creates a new directory as <DDMonthHHMM> under <OBDX INSTALLER
DIR>/ExeclInstances directory where installer execution logs as described below are stored.

Log Description

PATH

Summarized Installer Activity Log

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/obdx _installer.log

Summarized Database Logs

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/DB_installation.log

Detailed OBDX DB Logs per SQL
file

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/OBDX/*

Detailed EHMS schema Logs per
SQL file (specific to EHMS host
system only)

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/<EHMSHOST>/*

<EHMSHOST> - values such as; FCORE; OBPM; OBPM143;
UBS; UBS143

RCU Logs

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/app/obdx_stb_rcu_1600.log

Weblogic Configuration Logs

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/app/obdx_wIs_post.log

Detailed OBDX policy seeding logs

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/Entitlement.log

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/Task.log

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/Dashboard_seed.log

Note: Check for SEVERE keyword; If found refer to
Troubleshot section to re-run the policy

Policy seeding execution Log

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/seedPolicies.log

Note: Should be empty if no errors during policy execution. In-
case non-empty refer to Troubleshot section to re-run the policy

Check all the logs for any errors.

Installation Guide
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Installer Scope

7. Installer Scope

OBDX Installer currently covers below activities:
Flavor: Third Party system (OBDX with THP)

New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
Grants \ \
OBDX DB Setup
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
Policy Seeding \ \
\ (drop and re-
RCU schema and create RCU
Create Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Managed Server and
OBDX with Cluster \ \
THP .
Configure NodeManager | V \
Configure JDBC \ \
Weblogic Setup and
Configuration Configure DB
Authenticator, JMS
servers, Persistent
stores and JMS Modules | V \
Application Deployment | v \
JTA \/ V
Enable Production Mode | v \
Start AdminServer and
NodeManager \ \
\ (Delete old
. . and copy new
OBDX Configuration Copy config files into from installer
OBDX Installation Home | zip)
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Flavor: Oracle FLEXCUBE Universal Banking (OBDX with UBS)

Installer Scope

Detailed Activity New
Flavor Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and < (drop and re-
Role \ create objects)
Grants \ \
Load DB object
OBDXDB Setup | pp s and DML's) | N
Execute UBS HOST
specific scripts \ \
Compile Schema \ \
Policy Seeding \ \
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
SSSX with EHMS DB Setup | Grants \ \
(14.3.0.0.0 .
and 14.2..0.0.0 Load DB object
both version) (DDL's and DML's) \ \
Compile Schema \ \
\ (drop and re-
RCU schema and create RCU
Create Domain \ schema’s)
Create and
Configure
AdminServer,
Machine, Managed
Weblogic Setup | Server and Cluster \ \/
and Configuration ]
Configure
NodeManager \ V
Configure JDBC \ \
Configure DB
Authenticator, IMS
servers, Persistent J J
stores and JMS
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Installer Scope

Detailed Activity New
Flavor Activity List Installation Reinstall
Modules
Application
Deployment \ \
JTA V V
Enable Production
Mode \ \
Start AdminServer
and NodeManager \ \
\ (Delete old
OBDX Copy config files into and copy new
Configuration OBDX Installation from installer
Home \ zip)
Flavor: Oracle FLEXCUBE Core Banking (OBDX with FCORE)
New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and < (drop and re-
Role \ create objects)
Grants \ \
OBDX DB Setup
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
OBDX with . .
FCORE Policy Seeding \ \
Create Tablespace \ NA
Create Schema and v (drop and re-
Role S create objects)
EHMS DB Setup | Grants \ \
Load DB object (DDL's
and DML's) \ V
Compile Schema \ \
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Installer Scope

New
Flavor Activity Detailed Activity List Installation Reinstall
\ (drop and re-
RCU schema and create RCU
Create Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Managed Server and
Cluster \ \
Configure
NodeManager \ \
Configure JDBC \ \
et osee? | contaure
Authenticator, JMS
servers, Persistent
stores and JMS
Modules \ \
Application Deployment | \
JTA V V
Enable Production
Mode \ \
Start AdminServer and
NodeManager \ \
\ (Delete old
OBDX and copy new
Configuration Copy config files into from installer
OBDX Installation Home | v zip)

Flavor: Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

New
Flavor Activity Detailed Activity List Installation | Reinstall
Create Tablespace v NA
OBDX with
OBPM v (drop and re-
(14.3.0.0.0 Create Schema and Role | V create objects)
and OBDX DB Setup
14.2..0.0.0 Grants N \
both
version) Load DB object (DDL's
and DML's) \ \/
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Installer Scope

Installation Guide

New
Flavor Activity Detailed Activity List Installation | Reinstall
Execute OBPM HOST
specific scripts \ \
Compile Schema \ \
Policy Seeding \ \
Create Tablespace \ NA
\ (drop and re-
Create Schema and Role | create objects)
EHMS DB Setup | Grants \ \
Load DB object (DDL's
and DML's) \ \/
Compile Schema \ \
\ (drop and re-
RCU schema and Create create RCU
Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Managed Server and
Cluster \ \
Configure NodeManager | v \
Configure JDBC \ \
Weblogic Setup
and Configuration | Configure DB
Authenticator, JMS
servers, Persistent stores
and JMS Modules \ \
Application Deployment | v \/
JTA V V
Enable Production Mode | v \
Start AdminServer and
NodeManager \ V
\ (Delete old
OBDX and copy new
Configuration Copy config files into from installer
OBDX Installation Home | v zip)
34
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Post Installation Steps

Once Installation is successful and no errors are observed, proceed with below set of steps.

Login Weblogic Admin console.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restaris

Click the Lock & Edlit button to modify, add or
delete items in this domain,

Lock & Edit

Release Configuration

Domain Structure
InstallerTest
B3-Domain Partitions

B-Diagnostics

HowdoI... =]

= Search the configuration
s Use the Change Center
« Record WLST scripts

® hanne Consnle nreferencec

In the left panel of the Console, Click on Deployments, A table

Q Home Log Out Preferences Record Help

Home
Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oracle Enterprise Manager

Domain Configurations

Domain
* Domain

Domain Partitions
« Domain Partitions
= Partition Work Managers

Environment
® Servers
= Clusters
= Server Templates

Applications and Application Modules.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £dit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
InstallerTest
H-Domain Partitions

E‘"Securlty Realms
Hr-Interoperability
HH-Diagnostics

HowdoL.. =]

= Szarch the configuration

Installation Guide

Q Home Log Out Preferences Record Help

Home
Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oracle Enterprise Manager

Domain Configurations

Domain
= Domain

Domain Partitions
= Domain Partitions
= Partition Work Managers

Environment

- Comimee

General Information

= Common Administration Task Descriptions
= Read the documentation

» Ask a guestion on My Oracle Support

Resource Group Templates
» Resource Group Templates

Resource Groups
* Resource Groups

Deployed Resources
+ Deployments

Services
« Messaging

General Information

= Commen Administration Task Descriptions

= Read the documentation
= Ask a question on My Oracle Support

Resource Group Templates

* Resource Group Templates

Resource Groups
= Resource Groups

Deployed Resources
= Deployments

in the right pane

Post Installation Steps

Welcome, weblogi

Interoperability
= WTC Servers
= Jolt Connection Pools

Diagnostics
Lag Files
Diagnostic Modules

Built-in Diagnostic Modules

Dizgnostic Images

Request Performance

Archives

displays all deployed Enterprise

Welcom

Interoperability
= WTC Servers
= Jolt Connection Poo

Diagnostics
= Log Files
= Diagnostic Modules
= Built-in Diagnostic M
s Diaanastic Tmanes
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Post Installation Steps

In the table, locate the oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) library to re-target and click on its name.

(0] 'joracle.bi.jbips(l 1.1.1,0.1) Active Library AdminServer | Global 100
g ';uloracle.dconﬁgfmﬁa(z.ﬂ,]2.2.1] Active Library Adminserver | Global 100
] 'joracle.jrf‘system‘mter Active Library AdminServer | Global 100
O | wpyoraclejsp.next(12.2.1,12.2.1) Active Library AdminServer | Global 100
(3] ';uloracle.pwdgentz.l], 12.2.1) Active Library AdminServer | Global 100
] ';uloracle.sdp‘clienttz.o, 12.2.1.3.0) Active Library AdminServer | Global 100
[ | wpyorade.sdp.messaging(2.0,12.2.1.3.0) Active Library AdminServer | Global 100
@ 'joracle.weh center.composer(2.0,12.2.1) Active Library AdminServer | Global 300
] 'joracle.weh center.skin(2.0,12.2.1) Active Library AdminServer | Global 300
@ 'joracle.wsm‘console.core.wew(l.o,lzz.la) Active Library AdminServer | Global 311
I o 'joracle.wsmJdmrest.sharedllb(l.0,12.2.1.3) Active I Library AdminServer | Global 100
@ 'joracle.wsm‘seedpnhcles(Z.D, 12.2.1.3) Active Library AdminServer | Global 100
[ | ipyoraildn-adf(11,11.1.1.1.0) Active Library AdminServer | Global 100
(3] ';-Iowasp‘esap\(2.0,12‘2.1) Active Library AdminServer | Global 100
[m] @ state-management-provider-memory-rar Active | ¥ 0K gs:z';;e AdminServer | Global 100
| UIX(1L,12.2.2.3.0) Active Liorary | AdminServer | Global 100
(D] rEwsm-pm New ig:)e“'gart'f;n obdx_cluster | Global 5

Click on Lock & Edit

[ Settings for oraclewsm.ic X

& C ‘@ mum00bzt:5001/console/console.portal?_nfpb=trued!_pagelabel=LibraryOverviewPage&ilibraryOverviewPortlethandle=com.bea.console.handles.AppDeploymentHandle’

ORACLE WeblLogic Server Administration Consals 12¢ _

Change Center @ Home Log out Preferences Record Help Q Welcome, weblonic‘ (o]
e e ] rts Home »Summary of Environment >Summary of Deployments »oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Click the {ock & Edif button to modify, add or Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
d TS T TS e,
Overview Targets Notes
Lock & Edit
Telease con iguration Click the Lock & Edit button in the Change Center to modify the settings on this page.
Save

Domain Structure
InstallerTest

FB+-Domain Partitions Use this page to view and edit general configuration information zbout this Java EE library, such as its name, path to the source of the application, and staging mod
L Deployment Order field to change the order that the library is deployed at server startup, relative to ather deployments.

#-Environment

Name: oracle.wsm.idmrest.sharedlib The name of this Java EE library. More Info...
&~ Interoperability Scope: Global Specifies if this library is accessible within the dom:
B Diagnostics resource group template. More Info..
Specification 10 The specification version, specified from the manif¢
Vel E deployment. More Info...
Implementation 12.2.13 The implementation version, specified from the ma
Version: during deployment. Maore Info...
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Post Installation Steps

Click on Targets Tab

[ Settings for oraclewsm.: X

< C |® mum00bzt:5001/consale/conscle.portal?_nfpb=trued_pagelabel=LlibraryOverviewPage&libraryOverviewPortlethandle=com.bea.console.handles. AppDeploymentHandl:
ORACLE WebLogic Server Administration Cansole 12¢ _
Change Center @ Home Log Out Preferences Record Help Q Welcome, weblo
View changes and rts Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Mo pending changes exist. Click the Release Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Configuration button to allow others to edit the
domain. ‘Overview | Targets f§ Notes
Lock & Edit e E b
Release C
Use this page to view and edit general configuration information about this Java EE library, such as its name, path to the source of the application, and stagin
Domain Structure

Deployment Order field to change the order that the library is deployed at server startup, relative to other deployments.
InstallerTest

B-Domain Partitions
i Name: oracle.wsm.idmrest.sharedlib The name of this Java EE library. More Infi

Scope: Global Specifies if this library is accessible within th
resource group template. More Info...

Security Realms

f"lntemperahl\iry

e Specification 1.0 The spedification version, specified from the
*Dizgnostics Version: deployment. More Info...
Implementation 12.21.3 The implementation version, specified from
Version: during deployment. Mare Info...
Path: / home/ devops/ Oracle/ Middleware/ Oracle_Home/ oracle_common, modules/ oracle. The path to the source of the deployable un
<
100 I0dey 10 1782 5 960n

In the Servers box, select Cluster if it is not already selected and click Save.

[ Settings for oraclewsm.ic X

&« (¢] ‘ @ mum00bzt:5001/console/console.portal?_nfpb=true&_pagelabel=LibraryTargetsPage&handle=com.bea.console.handles.AppDeploymentHandle$:28"com.bea%3 AN
ORACLE WebLogic Server Administration Console 12c _
Change Center @ Home Log Out Preferences Record Help Q Welcome, wi
e e A s Home >Summary of of Depl >orade.wsm.idmrest.sharedlib(1.0,12.2.1.3)
No pending changes exist. Click the Release Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Configuration button to allow others to edit the
domain, Overview  Targets = Notes

Lock & Edit

Save

Release Configuration

N Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.
Domain Structure

InstallerTest
#-Domain Partitions
Environment
Deployments ¥ AdminServer
Services
Security Realms
+-Interoperability
B-Diagnostics

Servers

Clusters

¥ obdx_cluster
*' All servers in the cluster
Part of the cluster
) obdx_serverl
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Post Installation Steps

Click on Activate Changes.

[ Settings for oracle.wsm.ic X

&

=]

(c] ‘ ® mum00bzt:5001 /console/consale.portal?_nfpb=true8_pagelabel=LibraryTargetsPage8handle=com.bea.console.handles. AppDeploymentHandle%28" com.bea%3AName%3Doracle

ORACLE WebLogic Server Administration Console 12c _

Change Center @ Home Log Out Preferences Record Help Q Welcome, weblugic| Connect
View changes and restarts Home >Summary of >Summary of D >oradle. dmrest.sharedlib(1.0,12.2.1.3)
Messages

take effect.
clivate Changes

Undo All Changes

& Settings updated successfully,

Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Overview | Targets | Notes

Domain Structure

Save

InstallerTest

BH-Domain Partitions

B Environment Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.
+~Deployments

B-Services

t--Security Realms e
B-Interoperability

: ] i
EHDiagnostics AdminServer

Clusters

¥ obdx_cluster
'® All servers in the cluster
' Part of the cluster

Click on Home Tab

[ Settings for WLSSchemal X

& c |® mumO00bzt:5001/console/console.portal?_nfpb=trued_pagelabel=)DBCDataSourcetargetdeployTabPage8thandle=com.bea.console.handles.JI

ORACLE WebLogic Server Administration Console 12¢

Change Center Log Out Preferences

Record Help Q

View changes and rts HE mmary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) >Summary of Services >5ummz

JDBC Data Sources >WILSSchemaDataSource

Click the Lock & Edit button to modify, add or Messages
delete items in this domain. B
” All changes have been activated. No restarts are necessary.
Lock & Edit
Release Configuration Settings for WLSSchemaDataSource

Configuration | Targets @ Monitoring = Control | Security | Notes
Domain Structure

InstallerTest
+-Domain Partitions
*-Environment

;“"Dep\nyments
T*’S@WKEE This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.

[~ Security Realms
E-Interoperability
*-Diagnostics Servers

Click the Lock & Edlit button in the Change Center to modify the settings on this page.

Save

“ AdminServer

Clusters

“ ohdx_clustar
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Post Installation Steps

In the left panel of the Console, Click on Services,

[ Settings for oraclewsm.ic X

& C | @® mum00bzt:5001/console/console.portal?_nfpb=trued_pagelabel=LibraryTargetsPage&thandle=com.bea.console handles AppDeploymentHandlel
ORACLE WebLogic Server Administration Console 12¢ l
Change Center @ Home Log Out Preferences [2] Record Help Q
View changes and e Home =Summary of Environment =Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Messages

Click the {ack & Edlit button to modify, add or
delete items in this domain. «” All changes have been activated. No restarts are necessary.

| Lock & Edit |

Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Release Configuration =
Overview = Targets = Nofes

Domain Structure
Click the Lock & Edit button in the Change Center to modify the settings on this page.

InstallerTest
B#+-Domain Partitions Save
B#H-Environment

Use this page to select the Weblogic Server instances and clusters to which you want to deploy (target) the Java EE library.

el
#-Interoperability Srmo
i}’D\agnostics

“' AdminServer

Clusters

bl

obdx_cluster

R TIPS T R PP

Click on Data Sources

[ Summary of Services - In X
& Cc ‘ (® mum0D0bzt:5001/console/console.portal?_nfpb=true&:_pagelabel=ServicesSummaryPage
ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences [2d] Record Help Welcome, weblogic ‘ !
View changes and . Home >Summary of Ei >Summary of Depl >oracl dmrest.sharediib{1.0,12.2.1.3) >Summary of Services
Click the Lock & Edit button to modify, add or Summary of Services
delete items in this domain.

Lock & Edit Use these sections of the Administration Cansole to configure WeblLogic Server services.

Release Configuration - Description

WebLogic JMS is an enterprise-class messaging system that fully supports the JMS spedfication, and which also provides numerous extensions that g

Domain Structure Messaging standard JMS APIs. Tt is tightly integrated into the Weblogic Server platform, allowing you to build highly secure Java EE applications that can be eas

InstallerTest administered through the WebLogic Server console. In addition to fully supporting XA transactions, WebLogic JMS also features high availability throu
B+-Domain Partitions service migration features while also providing seamless interoperability with other versions of WebLogic Server and third-party messaging vendors.
B-Environment Data Data sources enable you to configure database connectivity in your WebLogic domain. Data sources provide database connection pooling and connec
- ources ata sources provide load balancing and failover between data sources, which can be connected to different backend resources.
Deployments S data ide load bal d failover between data hich can b cted to different backend

ervices Persistent

<t A persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be either a JDBC-accessible database ¢
F-Security Realms ores

E-Interoperability Foreign A foreign JNDI provider represents a JNDI tree that resides outside of 3 WebLogic Server environment. This could be a JNDI tree in a different server
BH-Diagnostics INDI an external Java program. By setting up a foreign JNDI provider you can lookup and use a remote object with the same ease as using an object bour

Providers server instance.

Work Work Contexts allow developers to define properties which implicitly flow across remote requests and allow downstream components to work in the ¢
Contexts client.

XML The XML Registry is a facility for configuring and administering the XML resources of an instance of WebLogic Server. XML resources in WeblLogic Ser
Registries | used by an application to parse XML data, the transformer used by an application to transform XML data, external entity resolution, and caching of ex

XML Entity [ XML Entity Caches store external entities that are referenced with 3 URL or a pathname relative to the main directory of the EAR archive. Caching ext
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Locate WLSSchemaDataSource to change target ,click on its name

~Deployments
“Services

{Seurity Realms

#-Interoperability

Data Sources (Filtered - More Columns Exist)
Click the Lock & Edif button in the Change Center to activate all the buttons on this page.

Post Installation Steps

~Diagnostics
New v | | Delete Showing 1to 9 of & Previc
Name & Type JNDI Hame Targets
BATCH Generic BATCH ‘obdx_cluster
DIGX Generic DIGX ‘obdx_cluster
Do =] LocalsveTblDataSource Generic jdbe/LocalSveTbiDatasource AdminServer
mds-owsm Generic jdbc/mds/awsm AdminServer, obdx_cluster
« Create JDBC generic data sources -
+ Create JDBC GridLink data sources NOMNKA, Generic NOMNKA obdx_cluster
. Create JDBC multi data sources opss-audit-DBDS Generic jdbc/AuditAppendDataSource AdminServer, obdx_duster
« Create UCP data sources opss-audit-viewDS Generic jdbc/AuditViewDataSource AdminServer, obdx_cluster
« Create Proxy data sources opss-data-source Generic jdbc/OpssDataSeurce AdminServer, obdx_cluster
I WLSSchemaDatzSource Generic jdbe/WLSSchemaDataSource
=]
System Status New ~ | | Delete showing 110 9 of 9 Previc
Health of Running Servers as of 7:08 AM
Failed (0)
Critical (0)
Overloaded (0)
Waming (0}
[ O (1)
Click on Targets Tab
ORACLE wWeblLogic Server Administration Console 12¢ -
Change Center B Home Log Out Preferences [&4 record Help Q

View changes and restarts
Click the Lock & Ediit button to modify, add or

Home >Summary of

>Summary of D

Settings for WLSSchemaDataSource

>orade.wsm.idmrest.sharedlib{1.0,12.2.1.3) >Summary of Services >Summary of JDBC D

delete items in this domain. T g | Contral | Sacurty | e
ura on ontrol cu otes
Lock & Edit pas | [ponitoring
Release Configuration l General | Connection| T, gets- Tab l ONS | Transaction  Diagnostics ~ Identity Options
Domain Structure Click the Lock & Ed/it button in the Change Center to modify the settings on this page.

InstallerTest
BH-pomain Partitions
BH-Environment

i~ Deployments
$'Ser\r\ce§

t=-Security Realms
H-Interoperability
B-Diagnostics

Save

Datasource Type:

Scope:

Installation Guide

This page enables you to define general configuration options for this JDBC data source.

WLSSchemaDataSource

GENERIC

Global

Applications get a database connection from a data source by looking up the data source on the Java Naming and Directory Interface (JNI
data source provides the connection to the application from its pool of database connections.

A unigue name that iden
domain. More Info...

The data source type. Vi

The scope in which the ¢
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Click on Lock & Edit

ORACLE weblLogic Server Administration Console 12¢

Change Center
View changes and restarts
Eick the Lock&;LEdEDultpn to modify, add or

| Lock & Edit ]

Release Configuration

Domain Structure
InstallerTest
f‘?‘"Domain Partitions
@"Environment
eployments
Services
+—Security Realms
B Interoperabllity
B Diagnostics

Post Installation Steps

1

Home >Summary of Environment >Summary of Deployments >orade. wsmidmrest.sharedlib{1.0,12.2.1.3) >Summary of Services >Summary

ﬁ Home Log Out Preferences Record Help

Sellings for WLSSchemaDalaSource

Configuration | Targets Monitoring = Control = Security  Notes

Click the Lock & Edit button in the Change Center to modify the seitings on this page.

Save

This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.

Servers

AdminServer

Clusters

obdx_cluster
All servers in the cluster
Part of the cluster
obdx_serverl

In the Servers Box, select AdminServer & OBDX Cluster and Click on Save

ORACLE WeblLogic Server Administration Console 12¢

Change Center
View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Configuration

ﬁ Home Log Out Preferences Record Help Q

Hame >Summary of Environment >Summary of Deployments >orade wsm.idmrest.sharedlib(1.0,12.2.1.3) >Summary
JDEC Data Sources =WLSS5chemaDataSource

Settings for WLSSchemaDataSource

Configuration = Targets = Monitoring = Control = Security = Notes

Save

Domain Structure

InstallerTest
$'Domain Partitions
FH-Environment
F=-Deplayments
B-Services
t=-Security Realms
B Interoperability
#H-Diagnostics

Installation Guide

This page allows you to select the servers or dusters on which you would like to deploy this JDBC data sou

Servers

# AdminServer

Clusters

[« obdx_cluster
* Al servers in the cluster
Part of the cluster
" obdx_serverl
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Click on Activate Changes

[4 Settings for WLSSchemz! X
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6

(] ‘ @ mum00bzt:5001/console/console.portal?_nfpb=trued_pagelabel=JDBCDataSourcetargetdeployTabPage&thandle=com.bea.console handles JMXHandle%28"c

ORACLE WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

Pending changes exist. They must be activated
ok

@ Home Log Qut Preferences

Home >Summary of E:

Record Help

Messages

| " Activate Changes

I o Settings updated successfully.

| Undo All Changes

Domain Structure

InstallerTest

:ﬂ Domain Partitions
:ﬂ Environment
Deployments

:ﬂ Services

Security Realms

:ﬂ Interoperability
B}-Diagnostics

Configuration

Save

Targets

»Summary of Depl
JDBC Data Sources >WILSSchemaDataSource

‘ Settings for WLSSchemaDataSource

Monitoring

Control | Security | Notes

Servers

¥ AdminServer

Clusters

¥ pbdx_cluster
'®! All servers in the cluster

() Dt nf thn

o

This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.

Outbound credential mappings

Login Weblogic Admin Console. Click on Deployments.

Change Center
View changes and restarts

Click the Lock & Edi button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
BDX_INS_TEST
I-Domain Partitions
t-Environment
~Deployments
Services

Security Realms
‘Interoperability
- Diagnastics

How do L.. C]

» Search the configuration
« Use the Change Center

= Darard Wi GT crrinke

Installation Guide

@ Home Log Out Preferences Record Help

Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= QOracle Enterprise Manager

Domain Configurations

Domain

* Domain

Domain Partitions
« Domain Partitions.
« Partition Work Managers

Environment

* Servers

General Information
= Common Administration Task Descriptions
= Read the documentation

= Ask a guestion on My Oracle Support

Resource Group Templates

« Resource Group Templates

Resource Groups
= Resource Groups

Deployed Resources
= Deployments

Welat

>orade.wsm.idmrest.sharedlib{1.0,12.2.1.3) >Summary of Services >Summary of JDBC Data Sou

‘Welcome, weblogic | Connected to: OB

Home >Summary of Degloyments com.ofss.digx.app.connector >Roles >com.ofss.digx.connector.rar >Summary of Deployments >com.ofss.digx.connector.rar >Reles >Summary of
Deployments >com.ofss.digx.connector.rar >Summary of Environment

Interoperability
* WTC Servers
* Jolt Connection Pools

Diagnostics

« Log Files

« Diagnostic Modules

« Built-in Diagnostic Modules
« Diagnostic Images
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Click on com.ofss.digx.app.connector > com.ofss.digx.connector.rar

"
3dT.oracle.domain.webapp.batik-bundle( 1.0,12.2.1.3.0 = RUTITISETVEr,
T Warning (0} (R . 28 T Active Library Tnstallertest’ | Global 100
ok ) g
adf.oracle.domain.webapp.guava(1.0,12.2.1.3.0 i Adminserver,
O\ pp-guava( ) Active Lbrary | IENE" | Global 100
adf.oracle.domain.webapp.xml-apis-ext(1.0,12.2.1.3.0 i i AdminServer,
0|y po.xml-apis-ext( ) Active Ubrary | foelorreet” | Global 100
= - , Enterprise
[ | ® [pAuditMDBEAR Active | ¥ OK Application | INsElerTest | Global 100
- a Enterprise
(O | & ppBatchResourceadapter Active | ¥ OK Application | [1st2llerTest | Global 100
G coherence-transaction-rar " Resource | AdminServer,
Hle Acive | OK | 25000 | Tnstallertest. | 019031 &
o X , Enterprise
[ | & [pcom.ofss.digx.app.connector Active | ¥ OK Application | INSElerTest | Global 100
£ Modules
 com.ofss.dige connector.rar Resource
Adapter
£ ElBs
None to display
£ Web Services
None to display
) Web AdminServer,
(] DMs Application (12.2.1.1.0) Acive | ¥ OK | yolcotion | TnstallerTest. | G100 5
= . . Enterprise
O | =rgem active |9 OK Application | Adminserver | Glabal 400
() | wpyemagentsdkimplpriv_jar(12.4,12.1.0.4.0) Active Library AdminServer | Global 100

Click on Security Tab > Outbound Credential Mappings

ORACLE WebLogic Server Administration Consale 12¢ _

change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic | Connected
Home >Summary of Deployments >com.afss.digx.connector.rar >Roles >Summary of Deployments >com.aofss. digx.connector.rar >Summary of Environment >Summary of
View changes and restarts Deployments > com.ofss.digx.app.connector >Summary of D >com.ofss.dige. rar

Click the Lock & £dlitbutton to modify, add or N _
delate items in this domain, Settings for com.ofss.digx.connector.rar

Lock & Edit Overview | Configuration Control | Testing = Monitoring

Release Configuration

This page displays basic information about this resource adapter.
Domain Structure
OBDX_INS_TEST
.:ﬂ.mmam Partitions Name: com.ofss.digx.connector.rar The name of this application deployment. More Info...
B-Environment
Source Path: servers/AdminServer/upload/com.ofss.digx.app.connector/zpp/com.ofss.digx.app.connector.ear  The path to the source of the deployable unit on the Ac
B-services Server. More Info...

ecurity Realms
B Interoperability
&1~ Diagnostics
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Click on New

ORACLE et oge sarrer samwimton o B

Change Center @ Home Log Out Preferences Record Help QU Welcome, weblogic ‘ Connected to: OBDX_INS
Home >Summary of Deployments >com.ofss.digy.connactor.rar >Roles >Summary of D: >com.ofss.digx. connector.rar >Summary of >Summary of
View changes and restarts B com. ofss.d nnector >Summary of D S fss.d tor.rar
Click the Lock & Edirbutton to modify, add or - -
delete ftems in this domain. Settings for com.ofss.digx.connector.rar
Lock & Edit Overview | Configuration | Security | Control = Testing | Monitoring

Release Configuration Roles | Policies | Outbound Credential Mappings | Inbound Principal Mappings | Principals

Domain Structure

BDX_INS_TEST Outhound credential mappings let you map WebLogic Server usernames to usernames in the Enterprise Information System (EIS) to which you want to connect using 2 resource adapte
- Domain Partitions You can use default outbound credential mappings for all outbound connection poals in the resource adapter, or specify particular outbound credential mappings for individual connectic
. pools. This page coentains the table of outbound credential mappings for this resource adapter.
E-Environment
~Deployments
¥ Services P Customize this table
—-Security Realms
- Interoperability d Credential Mappings
+-Diagnostics

New || Delele Showing 0 to 0 of 0 Previous | N

| WLS User ¢ EIS User ‘Qutbound Connection Pool

There are no items to display

New | [ Delete

Showing 0 to 0 of 0 Previous | N

Select ra/DIGXConnectorAES > Next

Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles >Summary of D >com.ofss. digx.connector.rar >Summary of >Summary of
View changes and restarts o - e d nector >Summary of D - fosd tor.rar
Click the Lock & Editbutton to modify, 2dd or = -
delete items in this domain, Create a New Security Credential Mapping
Lock & Edit

Back | Next ‘ Finish | Cancel

Release Configuration

Outbound Connection Pool

Domain Structure Which Outbound Connection Pool would you like the credential map to be associated with? Selecting Resource Adapter Default will configure the credential mapping for zll Qutbound

BDX_INS_TEST Connection Pools in this resource 2dapter. Each Cutbound Connection Pool can then configure themselves to override these credentials.
+-Domain Partitions e

- Environment { Customize this table
~Deployments i ) ]

- Services Create a New Security Credential Map Entry for:

~—Security Realms.

Showing 1 to 10 of 11 Previous
B Interoperability

‘Outbound Connection Pool &

+Dizgnostics — |
I ¥ | ra/DIGXConnectorAES |
1| ra/DIGXConnectorAPNS
()| ra/DIGXConnactorBIREPORTS
1 | ra/DIGXConnectorFCM
T = ()| ra/DIGXConnectorFILEUPLOAD

[ | ra/DIGXConnectorGENERICREST
« Create outbound credential mappings

(]| ra/DIGXConnectorIPM_OBDX_BU
[ | ra/DIGXConnectorIPM_OBDX_BUL

System Status ]

()| ra/DIGXConnector]WTOKEN
I | ra/DIGXConnectorMERCHANT

Health of Running Servers as of 10:57 AM
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Select "Default User” > Next

Home »Summary of Deplayments > com.ofss.digx.connector.rar >Roles >Summary of Deployments » com.ofss.dig.connector.rar >Summary of Environment =Summary of
View changes and restarts Deployments >com.ofss.digx.app.connector >Summary of Deployments >com.ofss.digx connector.rar

Click the Lack & Fdlit button to modify, 2dd or - N -
delete items in this domain. Create a New Security Credential Mapping
Lock & Edit

Back | | Next |F\m5h ‘ Cancel
Release Configuration

WeblLogic Server User
Domain Structure Select the WebLogic Server user that you would like to map an EIS user ta. Selecting 'User for creating initial connections' will configure the user that will be used for creating
BDX_INS_TEST

connections when the resource adapter is first started. Selecting 'Default User’ will configure the user that will be used as the default for any authenticated WebLogic Server |
- Domazin Partitions does not have a credential mapping specifically for them. Selecting "User for unauthenticated user’ will configure the user that will be used for an unauthenticated WebLogic ¢

you select ‘Configured User’ you must type in the WebLogic Server user that you are configuring. This user must be a configured WebLogic Server user.
F-Environment
~~Deployments () User for creating al connections
I-Services

r=-Security Realms
EF-Interoperability

¥ Diagnostics ) Unauthenticated WLS User
' Configured User Name
Weblogic Server User Name:
Howdo L. = Back | | Next | Finish ‘ Cancel
= Create outbound credential mappings
System Status =

Health of Running Servers as of 10:59 AM

Enter “EIS User Name” should be set to AES_KEY

Enter “EIS Password” . Password should be any 16 characters.

ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences Record Help Q Welcome, webl
View changes and i Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles
Click the Lack & £dit button to modify, add or Create a New Security Credential Mapping
delete items in this domain.
Lock & Edit Back | | Next | Finish Cancel
Release Configuration EIS User Name and Password
N Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
Domain Structure ) )
= Indicates required fields
OBDX_INS_TEST
-Domain Partitions
'-:ﬂ-Envimnmgm Enter the EIS User Name:
%"Dep\nymems
E-Services * EIS User Name:
}‘"Secur\ty Realms
:ﬁ'lnteruperabwlity Enter the EIS Password:
B} Diagnostics
* EIS Password:
* Confirm Password::

Back | | Next | Finish | Cancel
How do L.. =]

« Create outbound credential mappinas
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Click ‘Finish’

Back | | Mext

EIS User Name and Password

Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
* Indicates required fields

Enter the EIS User Name:

* EIS User Name: AES_KEY

Enter the EIS Password:

* EIS Password:

* Confirm Password::

Back | | Mext ‘ Finish |Cancel

Check AES_KEY mapping is created successfully.

| Customize this table

‘Outbound Credential Mappings

New | | Delete

WLS User % EIS User ‘Outbound Connection Pool
Default AES_KEY ra/DIGXConnectorAES
New | | Delete
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Apply JRF Template

To apply JRF template follow below steps.

e To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console
using the following URL:

http://<hostname>:<admin_port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBDX domain (created via installer), just replace the “/console” with “/em”.

SIGN IN TO

Domain Domain_CBDX182_UBS140
* User Name
~ Password

() Login to Partition

Signin

e Enter Weblogic administrator username and password (same used for Weblogic administrator
console login)

E - X

/' T Signin - Oracle Enterpric X

€« c ‘@ Not secure | mum00bzt8001/em/facesftargetauth/emasLogin?target=/Domain_OBDX_INS_TEST/OBDX_INS_TEST&type=weblogic domain&FromContextinitFilter=true {}‘ o

Domain  Domain_CBDX_INS_TEST
* User Name  weblogic
~ Password s

(] Login to Partition
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e Click on Sign In

[’ OBDX_INS_TEST (Oracle X

€ & C | ® mum00bzt8001/em/faces/as-weblogic-webLogicDomainHome?type=weblogic_domaing&arget=%2F Domain_OBDX_INS_TEST%2FOBDX_INS_TEST

ORACLE Enterprise Manager Fusion

Control 12¢

== OBDX_INS_TEST @
=

{5} WebLogic Domain v

€ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.

Administration Server

Listen Port 9001

Name AdminServer

Host  obd:xwis.in.oracle. com

Clusters SSL Listen Port 9002
) Servers
Unknown
View Create Delete Control v By
Name Status  Cluster
Deployments
AdminServer(admin) 4

7 Down » OBDX_INS1 ¥
1 Up

Rows Selected 1 Columns Hidden 33

InstallerTest

Machine

Host1

State

Running

Shutdown

¢ Click on the Managed Server (as highlighted below)

Servers
View v Delete Contrel « E
Name Status Cluster
AdminServer{admin) 4+

¥ InstallerTest

Machine

Host1

State

Running

Shutdown

Health

0K

Unknown

Post Installation Steps

WebLogic Domain v weblogic ¥ -

‘v A v |AuoRefresn Off v

Jul 23, 2017 11:43:52 AM UTC 0

=
Hea

B CPU
Listen Port Usag
Usage (%) -
9001 1499 536 &

9003  Unavailable  Unavailab

b

Servers 20of2
Health Listen Port
oK 900
Unknown 9003

Note : Depending on installer.properties, Managed server will differ from above screenshot.
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[} OBDX_INS1 (Oracle Web: X - X

< (¢] ‘@ mum00bzt:8001/em/faces/as-weblogic-webLogicServerHome?type=weblogic_j2eeserver&target=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1 T ﬁl [ » I

OR’ACLE' Enterprise Manager Fusion Middleware Control 12¢

1; WebLogic Domain v weblogic ¥ -

== J OBDX_INS1 @ Puv EAv |AuoRefresh of v

rﬁ WebLogic Server v Start Up Shut Down Jul 23, 2017 11:47:46 AM UTC t)

@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

@ Information

]
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Monitoring -
General Response and Load
Metrics are unavailable. Apply Version 122120
the JRF Template.
State  Shutdown
Server Type  Configured
Deployments Cluster InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
JavaVendor - Unavalable 1L83AM 1135 1L 1139 1né1 1143 1145 11
July 23 2017
Most Requested Java Version  Unavaiable 3 v
W Request Processing Time (ms) B Requests (per minute)
v e o
H “ e H H
e  Click on “Lock and Edit” option (as shown in screenshot).
[ OBDX_INST (Oracle Web: X - X
& c ‘ @® mum00bzt:5001/em blogic-weblogicServerHome?type=weblogic_j2eeserver&itarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TE T % | o :

ORACLE‘ Enterprise Manager Fusion Middleware Control 12¢

WebLogic Domain v weblogic ¥ -

¥ 0BDX_INS1 @ Bl = | cwroresn or v

[, WebLogic Server w Start Up Shut Down Edit Sessions lutc t)

@ Information

Lock & Edit

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can

able
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as chan
Apply JRF Template Conficts
Release Configurat
@ Information =
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu, Acdivate Chan
Undo All Changes
Monitoring e I -
eneral Response and Load View Restart Checkiist
Metrics are unavailable. Apply Version 122120 Preferences
the JRF Template.
State  Shutdown Help
ServerType Configured
Deployments Clustor  InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
Java Vendor - Unavailable H34AM 1136 1138 1040 1042 14 1046 1148
July 23 2017
Most Requested Java Version  Unavaiable 3 v
W Request Processing Time (ms) B Requests (per minute)
e Ammitnbn mmd 1ePa et

You will see below screen stating the edit session confirmation
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[’ OBDX_INST (Oracle Web X

< C | ® mumb0bzts001 /em/

s/as-weblogic-webLogicServerHome?type=weblogic_j2eeserver

42FDomain_OBDX_INS_TEST3%2FOBDX_INS_TE

T%2FOBDX_INS1 T4 0
ORACLE Enterprise Manager Fusion Middleware Control 12¢

WebLogic Domain v weblogic ¥
¥ 0BDX_INS1 ©

B v EAv  AuoRefresh Off v

[ webLogic Server = start Up shut Down 20123, 2017 11:47:46 A UTC £)
& confirmation el
The edit session lock has been acquired. No pending changes exist.

@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) tsmplate has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath

Apply JRF Template
Monitoring “
General Response and Load
Metrics are unavailable. Apply Version 1221.20
the JRF Template.
State  Shutdown

Server Type Configured

Deployments Cluster InstallerTest
» CPU Usage (%) Unavailable

7 bown
Heap Usage (MB) Unavailable

Java Vendor Unavailable

1LSSAM 137 1189 1n4l 143 1145 1147 1149
July 23 2017
Most Requested Java Version  Unavaiable

v
S W Request Processing Time (ms) [ Requests (per minute)

Click on “Apply JRF Template” option (as shown in screenshot).

ORACLE’

pri ger Fusion Mit Control 12¢

i WebLogic Domain v weblogic ¥

¥ 0BDX_INS1 ©

v v | AutoRefresh OF
FE ‘WebLogic Server v Start Up Shut Down

3ul 23, 2017 11:47:46 AM UTC
& Confirmation

The edit session lock has been acquired. No pending changes exist.

@ Information

Key Emerpnse Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
he er must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.
Apply JRF Template

Monitoring
General Response and Load

Metrics are unavailable. Apply Version 122120
the JRF Template.

State  Shuidown

Server Type Configured

Deployments

Cluster InstallerTest

Is JRF successfully applied, you will get below Confirmation.

¥ 0BDX_INS1 ©

G v EAw AuoRefresh Of v
rﬁ WeblLogic Server v Start Up Shut Down

Jul 23, 2017 11:50:53 AM UTC 0

£

& Confirmation
The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pending changes.

After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Manager Refresh button {next to the Page
Refreshed timestamp) to display the most recent information.
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e Click on “Activates Changes” option (as shown in screenshot).

[’ OBDX_INST (Oracle Web X
< C | ® mum00bzt:8001/em /faces/as-weblogic-webLogicServerHome?type=weblogic_j2eeserveritarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1 LAR-2 + I

ORACLE Enterprise Manager Fusion Control 12¢

{ WebLogic Domain ¥ weblogic ¥ ===

=l 2 OBDX_INS1 O m EA v | AuloRefresh Off v
—
[ WebLogic Server « Start Up Shut Down Edit Sessions lutc t)
& Confirmation - el
The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pen View Change List
After activation, the cluster must be restarted for this operation te complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Mang ige
Refreshed timestamp) to display the most recent information.
Monitorin -
9 General Response and Load (D E IR
Undo All Changes
Version 122.1.20
Vigw Restart Checklist
Metrics Unavailable State  Shutdown
Preferences
Server Type  Configured
Help
Deployments Clustor  InstallerTest —
» CPU Usage (%) Unavailable
7 vown
Heap Usage (MB) Unavailable
JavaVendor - Unavailable 1L37AM 1138 LL4L 1143 1es 1L47 14 1Dsl
July 23 2017
Most Requested Java Version  Unavailable ” o
W Request Processing Time (ms) B Requests (per minute)
¥ Serviets and JSPs Table View
Requests Processed
N EJBs
5 Active Sessions  Unavailable .
[ OBDX_INST (Oracle Wet: X - X
&« C | ® mumDO0bzt:8001/em/faces/as-weblogic-weblogicServerHoma?type=weblagic_j2eeserver&itarget=%2FDomain_OBDX_INS_TEST3%2FOBDX_INS_TESTS2FOBDX_INST ¥ %@
ORACLE B iea M ger Fusion Control 12¢ WebLogic Domain ¥ weblogic ¥ was
¥ OBDX_INS1 @ ‘Tiv EAv |AuoRefresn Off v
FD WebLogic Server v Start Up Shut Down Jul 23, 2017 11:52:44 AM UTC t)
& Confirmation el
All changes have been activated. The edit session lock has been released.
@ Information =

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.

Menitoring
General Response and Load

Version 122.1.20

Metrics Unavailable State  Shutdown

Server Type  Configured

Deployments Cluster InstallerTest

» CPU Usage (%) Unavailable
7 oown
Heap Usage (MB) Unavailable

JavaVendor  Unavailable 1L38AM 1140 142 144 1546 1L48 1LS0 LS
July 232017
Most Requested Java Version  Unavailable < >

M Request Processing Time (ms) [ Requests (per minute)

¥ serviets and JSPs Table View

v EJBs v

Configuring the Connector Credential Store

This step is required to setup the encryption key required for encryption of certain sensitive data within the OBDX
application.
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For more information, refer the Oracle Banking Digital Experience Connector Credential Store Guide.pdf

Functionality / Module OutBound Connection Pool Name

VAM ra/DIGXConnectorOBVAM

Configure User Lockout attributes in Weblogic

The User Lockout attributes in Weblogic under Home>Security Realms>myrealm need to be in sync with the

Password Policy Maintained in LDAP or DBAuthenticator.In case of DBAuthenticator it has to be in sync with
Password Policy Maintenance in OBDX.

Check for below values & change accordingly.

1]Lockout Threshold : It should be equal to Invalid attempts of Password Policy Maintenance.

2]Lockout Duration : It should be equal to property under prop_id "USER_LOCK_PERIOD" maintained in
DIGX_FW_CONFIG_ALL_B table.

In case of OUD or other LDAP it needs to be sync with the Password Policy configured in LDAP. For e.g.: Refer to
below values configured in OUD.

Lockout and History

Lockout Failure Count 5=

Password Lockout Duration

Lockout Soft Failure Count n-

Once the values are available, make appropriate change in respective highlighted configuration.

ORACLE WebLogic Server Administration Console 12¢ _
Change Center & Home Log Out Preferences Help QU Welcome, weblogic ‘ Connected to: OBDX_INS
e rts Home >Summary of Security Realms >myrealm
Click the Lack & Edi button to madify, add or Settings for myrealm
delete items in this domain,
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit
Release Configuraion General | RDBMS Security Store | User Lockout | Performance

e Click the Lock & Edi button in the Change Center to modify the settings on this page.
OBDX_INS_TEST Save

#-Domain Partitions

Password guessing is a common type of security attack. In this type of attack, 2 hacker attempts to log in to @ computer using various combinations of usernames and passwords.
Weblogic Server provides a set of attributes to protect User accounts from intruders. This page allows us to dfine how user lockouts will be handled in this security reaim.

 4F] Lockout Enabled Specifies whether the server locks users out when there are invalid logi

+-Diagnostics attempts on their account. More Info...
5 Lockout Threshold: 5 The maximum number of consecutive invalid login attempts that can oc
before a user's account is locked out.  More Info...
/ﬂ Lockout Duration: 30 The number of minutes that a user's account is locked out.  More Info.
How do .. & (5] Lockout Reset Duration: 5 The number of s within which consecutive invalid login attempts
cause a usel t to be locked out. More Info.
* Setus ckout attributes

* Unlock user accounts (4] Lockout Cache Size: 5 ‘The maximum number of invalid login records that the server can place
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Save and Activate Changes

Restart AdminServer

OBDX Application logging

To enable OBDX activation logging make below change to Ilogging.xml present at
${domain.home}/config/fmwconfig/servers/${ManagedServer}.

Open logging.xml and make a new entry under <log_handlers> tag using below code template:

<log_handler name='obdx-handler' level='<LOGLEVEL>"'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>

<property name="path' value='<path for OBDX log>/<OBDX log filename>' />
<property name="maxFileSize' value='<The maximum size in bytes for each log file>" />
<property name="maxLogSize' value='<The maximum size in bytes for the entire log>"' />
<property name='encoding' value='<encoding>' />

<property name="useThreadName' value="true' />

<property hame='supplementalAttributes' value="<supplementalAttributes>' />

</log_handler>

Below is a sample implementation for log_handlers file.

<log_handler name="obdx-handler' level="ERROR' class="'oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name="path’' value="${domain.home}/servers/${weblogic.Name}/logs/obdx.log' />
<property name="maxFileSize' value='10485760' />
<property name="maxLogSize' value='104857600" />
<property name='encoding' value='"UTF-8' />
<property name="useThreadName' value="true' />

<property hame='supplementalAttributes’
value='J2EE_APP.name, J2EE_MODULE.name,WEBSERVICE.name,WEBSERVICE_PORT.name,compos
ite_instance_id,component_instance_id,composite_name,component_name' />

</log_handler>
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#P @obdw

/domain/OBDX_INS_TEST/config/fmwcanfig/servers/OBDX_INS1 - a X

<log_handler name='ofss-handler' level='ERROR' class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='path' value='${domain.home}/servers/${weblogic.Name}/logs/obdx.log' />
<property name='maxFileSize' value='10485760' />
<property name='maxLogSize' value='104857600' />
<property name='encoding' value='UIF-8' />
<property name='useThreadName' value='true' />
<propertyname='supplementalAttributes' value='J2EE_APP.name, J2EE_MODULE .name, WEBSERVICE.name,WEBSERVICE PORT.name,composite instance id,component
instance id, composite name,component name' />
</log handler>

Add loggers under <loggers> tag using below template:

<logger name='com.ofss' level='ERROR' useParentHandlers="false'>
<handler name='obdx-handler' />

</logger>

<logger name="#BANKCODE#.com.ofss' level="ERROR' useParentHandlers="false">
<handler name='obdx-handler' />

</logger>

Note: Replace the #BANKCODE# with bank code.

Below is a sample implementation for loggers file

<logger name="'com.ofss' level="ERROR' useParentHandlers='false'>
<handler name="obdx-handler' />
</logger>
<logger name="'000.com.ofss' level="ERROR' useParentHandlers='false'>
<handler name="obdx-handler' />

</logger>
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fdomain/QBDX_INS_TEST/config/fmwconfig/servers/OBDX_INST

logger name='com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

<logger name='000.com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

Eclipselink logging

To modify eclipselink logging make changes in <INSTALLATION_ HOME>\config\META-
INF\persistence.xml using below link :

https://wiki.eclipse.org/EclipseLink/Examples/JPA/Logging

&P Dobdiwls-

config/META-INF [ x
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Change logging level during runtime

To change OBDX application logging level at runtime (when OBDX application is up and running) do following steps.

To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console using the
following URL:

http://<hostname>:<admin_port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBDX domain (created via installer), just replace the “/console” with “/em”.

SIGN IN TO

Domain  Domain_CBDX182_UBS140
* User Name
~ Password

() Login to Partition

Signiin

. Click on obdx-server

Note : Depending on installer.properties, Managed server will differ from above screenshot.
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ORACLE Enterprise Manager Fusion Middeware Control 1

mm  base_domain ©
£ WebLogic Domain »

© Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Servers Administration Server
Name AdminServer
2w
Host blogic.docker
Listen Port 7001
Clusters Servers
View v Create Del Control v
Clusters
Name Status  Cluster Machine State
AdminServer{admin] + Running
Deployments obds-server 4+ Machinel Running
SUp g
Domain Partitions
Domain Partitions ).
Resource Group Templates
e InWeblogic Domain menu click on Logs -> Logs Configurations
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Meritaing v
Mont  Daonoscs .
Contrl ,
Reat up since
Lege * viewLog Massages
Degioymares Lop Coniguration Version 22700
DB Data Sources s Runing
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. Select the logger and change the logging level and then click on apply.

&« C | ® ofss310838:
ORACLE Enterprise Manager Fusion Middieware Control 12c

blagic

— 1" obdx-server @
[ webLogic Server v Start Up Shut Down

/Domain_base_domain/base_domain/obdx-server > Log Configuration

View Runtime Loggers v
Search  All Categories v O\
Logger Name g:gﬁﬂefiﬁ:ﬂﬁ Logging Log File Persistent Log Level State
4 Root Logger ERROR:1 (SEVERE) v ofss-handier ERROR:1
» 000 ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
4 08 ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
b 08.com.ofss ERROR:1 (SEVERE) v ofss-handler ERROR:1
ExampleApplication-Encoder ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
LifeCycle ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
Security ERROR:1 (SEVERE) [Inherited i ¥ ofss-handler
ServiceLoader ERROR:1 (SEVERE) [Inherited i ¥ ofss-handler
b com ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
global ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
L ERROR'1 (SEVERE) [Inherited fi ¥ ofss-handler
b javax ERROR'1 (SEVERE) [Inherited fi ¥ ofss-handler
b jersey ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
¥ imxfmw ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
» oracle NOTIFICATION:1 (INFO) v ofss-handler NOTIFICATION:1
b org ERROR:1 (SEVERE) lInherited fi ¥ = ofss-handler

Note : Logger name should be defined in logging.xml.
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Oracle FLEXCUBE Universal Banking (OBDX with UBS)

If during installer execution Oracle FLEXCUBE Universal Banking (OBDX with UBS) is selected, then
below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBDX domain created using installer) and Browse to Summary

of JMS Modules > UBSSystemModule (as shown below)

Summary of JM5 Modules

JMS system resources are configured and stered as modules similar to standard Java EE medules. Such resources indude queues, topics, connection factories, templates, destination keys, quota, distribu
configure and manage JM3 system modules as global system resources.

This page summarizes the JM5 system modules that have been created for this domain.

[ Customize this table

JMS Modules (Filtered - More Columns Exist)

dlick the Lock & Editbutton in the Change Center to activate all the buttons on this page.

New | | Delete

Name &% Type

AuditIMs IMSSystemResource

FileUploadIM5 JMSSystemResource

ReportsIMSMedule JMSSystemResource

UBSSystemModule JMSSystemResource
New | | Delete

Settings for UBSSystemiModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about a IS system module and its resources. It also allows you to configure new resources and access eisting resources,

Name: UBSSystemModule The name of this JMS system module. Hore Info...
‘Scope: Global Specifies if the JMS system module s accessible within the domain, a partition, or a resource group template.
Descriptor File Name: Jms/ubssystemmodule-jms. el The name of the JMS module descriptor file. Mere Info

“This page summarizes the 115 resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys, destination quota, ditrbuted destinations, foreign servers, and store-and-forvard parameters.
b Customize this table

Summary of Resources

Click the Lock & Edit button in the Change Center to activate al the buttons on this page.

ew| [Delete Showing 1t0 10
‘ Name & ‘ Type ‘ INDI Name Subdeployment Targets
| [usskoreignserver | Foreign server [ | uBssub depioymer [ obé_ctster

ew] [Deile

Showing 1 to 10
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e  Click on UBSForeignServer

Settings for UBSForeignServer

Confi i Subdepl t | MNotes

General | Destinations | Connection Factories

Click the Lock & Edlit button in the Change Center to modify the settings on this page.

Save

A foreign server represents a JNDI provider that resides outside a8 WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. Th
foreign server.

gg Name: UBSForeignServer

INDI Initial Context Factory: weblogic jndi. WLInitialConte:

@F INDI Connection URL: t3://<EHMS_WLS_SERVER><EHMS_WLS_SERVER_PORT>/

JINDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:
java.naming.security.principal=
<EHM5_WL5_USERNAME >

° Click on Lock & Edit

Settings for UBSForeignServer
Configuration | Subdeployment | Motes

General | Destinations | Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. This way, a number of ¢
foreign server.

gg Name: UBSForeignServer
INDI Initial Context Factory: weblogic.jndi. WLInitialConte:
5] INDI Connection URL: t3:/<EHMS WLS SERVER><EHMS WLS SERVER PORT=/

JNDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:
java.naming.security.principal=
<EHMS_WLS_USERMAME>
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Post Installation Steps

Set below configurations with:

JNDI Connection URL —Replace <EHMS WLS SERVER> with hostname or IP address of UBS HOST
Weblogic server and <EHMS_WLS_SERVER_PORT> with port number of UBS HOST Weblogic
Managed server (where NOTIFY_DEST _QUEUE and NOTIFY_DEST QUEUE_FCDB are mapped).
JNDI Properties Credential — Password for username set in JNDI properties

Confirm JNDI Properties Credential — Confirm password for username set in JNDI properties

JNDI Properties — Value to be set as “java.naming.security.principal=<EHMS_WLS_USERNAME>",
where

username is the login user of UBS Weblogic Admin Console (user which created the primary local
gueues for UBS).

° Click on Save

Settings for UBSForeignserver
Configuration | Subdeployment | Notes
General | Destinations | Connection Factories

Save

Afareign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allowrs WebLogic Server o reach the remate JNDI provider. This way, a number of connection factory and destination ebjects (qusues or topics) can be defined on ene JND

foreign server.

F Name: UBSForeignServer ‘The name of this foreign server.  More Info...

INDI Initial Context Factory: weblogic jndi WL nitiaIConte: The name of the class that must be instantiated to access the JNDI provider. This dla
the vendor that are being used.  More Info.

] INDI Connection URL: 13./10.184.135 59-7860/ The URL that WebLogic Server wil use to contact the JNDI provider. The
being uses. For WebLogic 1%, leave s fld bani f you e refereneing \»em.omc
Info,

INDL Properties Credential:  [ieecceeeeeeens finy Credentials that must be st fo the INDI provider These Credentdls il be part
the constructor fr the JNDI provider's InicalContext class. Note:
the ropertes fcd resats in he credental beng stored and dislayed o orignaly <

Confirm INDI Properties Credential: e

Any additional properties that must be set for the JNDI provider. These properties wil

INDI Properties:
INDI provider's InitialContext class. More Info...

java.naming. security.principal=infra

Specifies whether this JMS resource defaults to the parent module’s targeting or uses

] Default Targeting Enabled
mechanism. More Info.

Home >Summary of JM5 Modules >UBSSystemModule >Summary of JHS Moduies >UBSSystemModule >Summary of IMS Modules >UBSSystembodule >UBSForsignServer >Configuraion >NOTIFY_DEST_QUEUE_FCDB >UBSForeignServer
Messages

o Settings updated successfully.
Settings for UBSForeignServer

Configuration | Subdeployment | Notes
General | Destinations | Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remate INDI provider. This way, a number of connection factory and destination objects {queues or topics) can be defir
fareign server.

] Name: UBSForeignServer The name of this foreign server. ~ More Info...

The name of the class that must be instantiated to access the JNDI pr

JINDI Initial Context Factory: weblogic jndi WLInitialConte: ‘the vendor that are being used. More Info.

The URL that WebLogic Server will use to contact the JNDI provider. T
being used. For WebLogic M5, leave this field blank if you are referen
Info...

(5] INDI Connection URL: 3://10.184.135 55:7860/

Any Credentials that must be set for the JNDI provider, These Credent
the constructor for the JNDI provider's InitialContext ote: For s
the Properties field results in the credential being stores displayec

INDI Properties Credential:

Confirm JNDI Properties Credential:

for the JNDI provider. Thes

INDI Properties: Any additional properties that mi
More Info...

JNDI provider's InitialContext clas:

java.naming. security.principal=infra

] Default Targeting Enabled Specifies whether this JMS resource defaults to the parent module's ta
mechanism. More Info.

Save
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e Click on Activate Changes

[0 Settings for UBSForeign® x

“« C | @ Not secure | mumB0bzt2001/conssle/console portal?_nfpb=truel_pagelabel=ForeignIMSServerconfigGeneral TabPage&handle =com bea console. handles IMXHandle%28"com bea%3AName%3DUBSF 92Ty gicj2ee.descripts
ORACLE Webloge Sever irttamton oo 12 .
= ) Home Log Out Prefrences [ Recard el a Welcom
" — Harme = Samemary of 15 Mosinn M M o > Sy o 5 >Confgerstan =NOTIFY_DEST_GUELE_FCDU » UlSFarsignerver
Messages
Pending chanoes exst They must b actvated
sl v
Settings for UBSForeignServer
Hotes
‘Gemeral Destinations  Conmection Factories
e
:hm‘m ‘server represents & JNDI provider that resides outside 2 WebLogic Server, It contains information that allows WebLogic Server te reach the remote JNDI previder. This way, a number of i objects (quewes or topi om ome INDI
oregn servr.
4] Hame: vBsFareignserver The name of this Fareign serve. More lnfo..
D Initol Comtext Factary: " The name of h be instantated ta access the JNDI provider, This tos
weblogie jndi WLintialCone: the vendor thal are being wied.  More Info.
WD Conmection URL: : . “The URL that ViebLogic Server il use o contact the JHDI provider. The syntax o this
ﬂ 13110.184 135 55,7850/ ba':u wsed. For WebLogic JMS, leave this field blank # you are referencing WebLagic X
How da L. a nfe...
i conn IND Properties Credential: oo ey Crcentials tha st b se for the JNGH peovider, These Croderisas wil be part
= Create foreign connedtian factories Ve INOI proveder’s InmssiContext clsss. Nate: For secure creds
-+ Craste forsion destmations the Properties being stored and d
) Confirm INDT Praperties Credential: e
Heskth of Runsing Servers 2 of 3:20 P
DI Properties: Ay ol properties that. must be set.for the JDI provider, These propertes wil
I iled (0) fava.naming. security.principal=infra DI providers InalCoatext casa. Mt 196o..
I Critcal (1)
I Ovelaaded (3)
T Warning (3)
I o)
1 4] Defauh Targeting Enabled Specties whether thes JMS resource defaults tn the parent module’s targeting or uses ¢
mechanism.  Mare Inf...
[sam|
[ Settings for UBSForeigr: X
« C | @ Mot secure | partal?_nfpb= L gnIMSSe =com.bea.console.handles.JMXHandle{"com.bea:Mame =UBSF oreignServer, Type=weblogic, 2
ORACLE webLogic Server Adminhatan Consele 125
r— @ Home Log Out Freferences (5 fecord Heln Welcor
e Horm Sy of 5 Ml UESS gl  Sremary of 5 ks Summaryof 03 ochien T T e ———
[
Gl the Lock 8 £ batton ta oy, a8 or
ieie e s thie e [Py —
vock o £t
Fiasss Gonagmaten —
Domain Structure. General  Destnations  Coanection Factones
- Emranmant ek the thia page.
ot £
- Securay Rasima A foreign server represents s har Sesver ta reach the remate INDE provider. This way, & AUMBer of CoANECTion factory ang destinaton cbjects (qUeues of opics) can e defned o one L
Interopessuiity it
o Hame: uBsFormgns e 1 - .
IO Tnitiad Comtext Factorys weblagic jndi WLInGaIConte: 1t Waitwhile accesing server.. | 508 | s the D1 prowier. This s
InOI Cannection URL: § : The UL Ehat Wabtogic Sarver il s 1o Contact Ehe DI peoidsr. The syt of 1
T a SRR S being used. for WebLogic 11, eave s feld blank f yeu are referencing weslogic
* Crests formign conmectson factares £
e Ay Cresentos th st b se fo the WO peowder, These Credennals wil be pon
e SHO provider's [
the Propiries RS Feack i the Eridesiial Basn) tharad a5 Alpleyad 8 CAuEly &
Aoy aStsons!propemtinstha st b setfor the DI provids. Thes
e pecders maiCantent dvss i
4
47] Defaut Targeting Enabled Spacifies whethes i S resousce GefBuRS to e padent modde’ tageBng or el

matharssm.  Mors infa,

save
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Deployment of notification MDB application

Before deployment of obdx.externalsystem.ubs.notification.mdb.ear application, kindly perform below
steps:

e  Open the obdx.externalsystem.ubs.natification.mdb.ear (EAR file is available <OBDX INSTALLER

DIR>/installables/app/components/ubs/deploy/obdx.externalsystem.ubs.natification.mdb.ear) using
any archiving tools (i.e.: 7-zip)

C:\Users\bhmande\Documents\New folder\cbdx.externalsystem.ubs.notification.mdb.ear\
File Edit View Favorites Tools Help

. L

Add EBdtract Test Copy Move Delete Info

7 |[E casers\bhmande\Documents\New folder\obax extemalsystem.ubs notification. mdb.cary

Name Size Packed Size Modified Created Accessed Attributes Encrypted  Comment
[APP-INE | 3783283 3350626 2017-05-19 11:57 D drwcr=xr-x -
META-INF 1660 862 2017-07-2111:29 D drwcr=xr-x
£ com.ofss.extsystem.ubs.notification.jar 481333 398219 2017-07-21 11:29 e
-+ Wait while sccessing server.., | Stop

<

0 object(s) selected
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e  Double click on com.ofss.extsystem.ubs.notification.jar

[ C:\Users\bhmande\Doc folder\obdx.externalsystem.ubs.notification.mdb.car\com.ofss.extsystem.ubs.notification.jar, - u] x
File Edit View Favorites Tools Help

h o= v o o= R i

Add Edtract Test Copy Move Delete Info

T [0 cw ande\Docu folder\obdx.exterr bs notification.mdb.ear\com.ofss.extsystern.ubs.notification jar\ ~
Name Size Packed Size  Modified Created Accessed Attributes Encrypted  Comment
fcom 1193325 381587 2017-07-21 11:27 D drwrx -
META-INF 4543 1808 2017-07-21 11:27 D drur-sr-x -
T wsconfig.properties 1420 288 2017-07-21 11:27 e -
Wait while accessing server... | Stop

< >
0 object(s) selected
e  Open the wsconfig.properties to edit
C:\Usershbhmande\Documents\New folderobdx.externalsystemn. ubs.notification.mdb.ear\, com. ofss.extsystem.ubs.notification.jar,
File Edit View Favorites Tools Help
=Y
o v ow o= X i
Add Extract Test Copy Move Delete Info
5 | ChlUsers\bhmande\DocumentsiMew folder\obdx.externalsy stem.ubs.notification.mdb.ear.com.ofss.extsystern.ubs.notification.jar,
Marne Size Packed Size Modified Created Acce
com 1193 325 381587 2017-07-2111:27
META-INF 4543 1808 2017-07-2111:27
] wsconfig.propgiss] 1420 288 2017-07-21 11:27
Open Enter
Open Inside Ctrl+PgDn
Open Outside Shift+Enter
View F3
Edit F4
Rename F2
Copy To... F5
Move To... F&
Delete Del

wsconfig.properties - Notepad

File Edit Format View Help
Jlert ice.senvice:AlertF
“hitp://ost service.alerts.appx. dig ofss.com/
AlertProcessorSenice.url:http:/<0BDX_WLS_HOSTMNAME=:<=0BDX_WLS_MS_PORT=/obdx/AlertProcessorSernvice ?wsdl
AlertProcessorSenice. stubClass:com.ofss. digx. appx.alerts service.nost AletProcessorSerice
i rt

AlertProcessorSenice stubService:com.ofss.digx.appx alerts sernvice.host AlertProcessorSenice

AlertProcessorSence.proxyClassName:com.ofss. digx.appx alerts_senvice. host HostAlertProcessor

AlertProcessorSenice.imeQut 1200000

AlertProcessorSenice targetUnit <ENTITY_ID=

FileF i service:Filef roc:

FilePracessedNotifPracessorService. namespace:hitp:/hast service fileupload.appx.digx.ofss.cam/

FileProcessedNolifProcessorSenvice urlhitpii<OBDX_WLS_HOSTNAME= <OBDX_WLS_MS_PORT=/obduFilef wsdl
tubClass:cam.ofss.digx.appx fileupload.service host FileProcessedNotifProcessorService

FileF i meFilef r Port

com.ofss.digx. appxfileupload senice host FileProcess edNotifProcessarSenice

pronCl com.ofss.digx appx fileupload.senvice host FileProcessedNofificationProcessor

Filef T rsenvice.imeQut 1200000
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e Change the URL for AlertProcessorService.url,FileProcessedNotifProcessorService.url and
AlertProcessorService.targetUnit(Note the hostname and port should be of OBDX managed server
created by installer. Entity ID should be OBDX_BU for Base entity)

"] wsconfig.properties - Notepad - u] X
g-prop P

File Edit Format View Help
AlertProce e senvice AlertP

px.digx.ofss.com/

AlertProce stubClass:com.ofss.digx.appx.alerts.service.host AlertProces sorService

AlertProc p ne
AlertProce tubSenice:.com.ofss digx.appx.alets.service.hostAletProcessorSerice

AlertProcessorSevice. proxyClassName:com.ofss.digk.appx aleris.service. host HostAlertProcessar
AlertProcessorService.limeOut 1200000

AlertProcessorService targetUnit OBDX_BU
FileProcessedNotifProcessorSenice.service:FileProcessedNotifProcessorSenvice

FileP orSenvice hitp:host senice fileupload.appx digx afss.com/
FileProcessedNotifProcessorSenice.url:htip:/mumaa012.in.oracle.com:27003/obduFileF T rsenice?wsdl
FileProcessedNotifProcessorSenice stubClass:com. ofss digx appx fileupload service host FileProcessedNotifProcessorSernvice

FileP T rSenvice. FileF T rPort

FileP Senvice com.ofss.digx appxfileupload service host FileProcess edNotifProcessorSenice
FileP T rSenice.proxyCl com.ofss.digxappx fileupload.senvice.host FileProcessedMotificationProcessor

FilePracessedNotifProcessorsenice imeOut 1200000

" wsconfig.properties - Notepad - m] X
g-prop P

File Edit Format View Help

AlertProc senvice:

AlertProcessorSenvice namespace:httpiihost.senvice.alerts.appx.digx.ofss.com/
AlertProcessorService urlhttpyimumaa012.in.oracle.com:27003/0bawAleProcessorsenvica wsdl
AlertProcessorService stubClass:com.ofss digx appx alerts service host AlertProcessorService
AlertProc D me

AlertProcessorService stubSenice com ofss digx appx alerts service host AlertProcessorSenvice
AlertProcessorService proxyClassName:com.ofss.digx.appx alers senvice host HostAlentProcessar
AlertProcessorService timeOut 1200000

AlertProcessorSenvice targetunit OBDX_BU

FileProcessedNotifProcessorSenice senice FileProcessedNotifProcessorService
FileProcessedNotifProces s orSenvice.names pace:http:fhost senice.fileupload.appy. digk ofss.com/

orSenvice ?ws dlj

FileP T orgenvice.stubCl scom.ofss.digk appx.fileupload.service.host FileProcessedNotifProcessorSenvice

FileP P Senice FileP P Port

FileP T rSemnice.. com.ofss.digx.appx.fileupload.service.nostFileProcessedNotifProcessorSemnvice
FileProc ocessorSenice.proxyCl com.ofss.digx appx fileupload.senice host FileProcessedNotificationProcessor

FilePracessedNotifProcessorsenice.imeQut 1200000

"] wsconfig.properties - Notepad - u] X
g.prop p

File Edit Format View Help

AlertProce senvice:AlertF

AlertProcessorSenvice.namespace:htip:ihost senvice.alerts. appx.digx.ofss.cam/
AlertProcessorSenvice.urlhitpiimumaal 12.in.oracle.com:27003/obdx/AlertProcessorSenvice ?wsdl
AlertProcessorService stubClass:com.ofss digx appx alerts service host AlertProcessorService

AlertProce i me:AlerPr rPart
AlertProcessorService stubSenice com ofss digx appx alerts service host AlertProcessorService
AlertProce proxyClass| :com.ofss.digr.appx.alens.senvice host HostAlertProcessor

AlertProcessorService timeQut 1200000

A Vi it OB

FileProcessedNotifProcessorSenice senice FileProcessedNotifProcessorService

FileP T orSenvice. hitp:/fhost senvice fileupload.appx.digx ofss.com/
FileProcessedNotifProcessorSenvice url-htip:fmumaa012.in.oracle.com:2700: ervice ?wsdl
FilePracessedNotifProcessorSenice stubClass:com.ofss.digr appx.fileuplead service.host FileProcessedNotifProcessorService

FileP Senice.endp

FileP T rSenice. com.ofss.digx.appxfileupload.service.hostFileProcessedNotifProcessorSenice
FileP Senvice.proxyC com.ofss.digx appx fileupload.senvice host FileProcess edMotificationPracessor

FileProcessedNotifProcessorSenice imeQut 1200000

e  Save changes.
e Click OK.

- ]
File Edit View Favorites Tools Help

= v o o= X A

Add Edract Test Copy Move Delete Info

7 || caUsersibhmande\Documents\New folderiobdx.externalsystem.ubs.notification.mdb.car\com.ofss.exsystem.ubs.notification jar\ v
Name Size Packed Size Modified Crested Accessed Aftributes Encrypted Comment
com 1193325 381587 2017-07-2111:27 D drwar-xrx -
META-INF 4583 1808 2017-07-2111:27 D drwar-xrx -
Hwsconfig.properties 1420 288 2017-07-2111:27 - -
7-Zip x

File 'wsconfig.properties’ was modified.
Do you want to update it in the archive?
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e Navigate back to obdx.externalsystem.ubs.notification.mdb.ear

|

Post Installation Steps

- a x
File Edit View Favortes Tools Help
2
b om v o oW X A
Add Edract Test Copy Move Delete Info
,1’| C:\Users\bhmande'\Documents\New folder\obdx. extemalsystem. ubs.notification.mdb.ear\com.ofss.extsystem ubs.notification jary v
Name Size Packed Size  Modified Created Accessed Attributes Encrypted Comment
com 1193325 381587 2017-07-2111:27 D drwr-xr-x -
META-INF 4583 1808 2017-07-2111:27 D drwr-xr-x -
Hwsconfig.properties 1420 288 2017-07-21 1127 R -
e Click OK
- o X
File Edit View Favorites Tools Help
F
T T
Add Edract Test Copy Move Delete Info
@ || cUsers\bhmande\Documentz\New folderiobdx.exderalsystem.ubs.notfication.mb.ear\ com. ofss.xtsystem.ubs.notification ja v
Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
com 1193325 381587 2017-07-2111:27 D drvaxr-sr-x -
META-INF 4543 1808 2017-07-2111:27 D drvaxr-xrx -
e 1421 288 2017-07-2521:06 2017-07-2521:03 2017-07-2521:03 A -
7-Zip X
File 'com.ofss.extsystem.ubs.notification.jar’ was modified.
Do youwant to update it in the archive?
C:\Users\bhmande\Documents\New folder\obdx.externalsystem. ubs.notificaticn.mdb.ear\ - O X
File Edit View Favorites Tools Help
a
hom o o ow X i
Add Edract Test Copy Move Delete Info
% |IEI C\U: Dacu .ubs.notification.mdb.ear\, -
Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
APB-iR 3783283 3350626 2017-05-19 11:57 D drwsr-xr-x -
META-INF 1660 862 2017-07-2111:29 D drwsr-xr-x -
com.ofss.extsystem.ubs.notification jar 481369 308685 2017-07-2521:07 2017-07-2521:07 2017-07-2521:07 I -

<

0 object(s) selected
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Post Installation Steps

Deploy the updated obdx.externalsystem.ubs.notification.mdb.ear using below steps.

e Login into Weblogic Admin Console (OBDX domain created using installer) and navigate to
Deployments

[ Summary of Deployme X - 8 x

« C |® mumb0bzt300

ORACLE WebLogic Server sdmristation O
) rome Lsg Out Prefere

Welcome, weblogic| Comectod o: OBDX_INS_TEST

Change Center
View changes 2nd restarts

ik the Lock & it baton to mody, 204 or
delee fems m th dosan.

Summary of Deplayments

Configuration  Contsl | Menizing

Lock 465t

Ths page dislays the st of Jav £ applcatons and standaone appication maduls insiaed o s doman

¥ou can updte (redeploy) o Glte insilied appicasons 2nd moduls Fom e domain b ssiecsng th checkbox next 1o he appication name ani then using the convls on i page

To mstall 2 new agplcaton ar moduie fur deplayment to Grges i tis domain, Gk Tnstall.

 Customize this table

Deployments

Showing 11010 0F65 Presus | Nest

Sute ek | Type Targets Scope | Damain Partiions Deploymest Order
adve ibary sdmosner | Gobal m
Adive Liteary adminsener | Gobal m
adve ibary sdmosner | Gobal m
MCEER e Enterpris Appication nsadeTet | Gobal m
Entrpric Apgication esleTsr | Gobal m
e |0k |Resoure Adageer sdmnsever | Gobal U
Hew Enterprise Apgication sadedet | Gobal m
e Entrpric Apgication esleTer | Gobal m
System Status B Estrprs Appication sl |Gobal m
=TT e |#OK |web appheatn sdmnsener | Gobal

Showing 11010 0F 6 Presus | Nest

° Click Lock & Edit

[ Swmmary of Deploymer x - =]
€ C | @ mumdlbat: s al P * 0
ORACLE wedLogic Server Agmnistislion Conses 12¢ _
pree—r— 8 e oy refereces ) crcnd v a welcme, webloe | convrs 1 GBA_INS,_1
Summaryof Depheyments
Contquraion Corl g
v mge s o o o 2 ppcations v tandens s ol rled ot e
Y e e e s gt s ks S dom by S e chchS 1 e SpCRS e e g sl v g
To st e apicao i o delomen 1 e i i,k ekl
sheng 11002460 e | et
Suie | Hestts | Type Targets Scope Dormsin Partitons Septapment brier
ooy simesmer |Gl o
Lseary e vt I w0
| Lrary ‘...-m Server Giabal | 100
Enterprice Agphcaton InstallerTest -Ghbn [ 100
Entarpiise Apphcaton InstlerTast .fmb.l o
| Matve |V oK ‘imullg Adagter ‘J.;-m‘sme- Giabal | 00
.'e4 | Enterprize Agphcaton InstallerTest -va | 00
Mo ‘,‘rll‘v”l'khil‘-n ‘\nlld\n"l\ .(.hh.l ‘mn
Syt statos S —— — -
5 shcatisn (12.2.1.10] e | ok P ——— it | Gt s
st U O . . Showing 188 10 8¢ 63 Previsus | Mewt
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Post Installation Steps

. Click on Install

[ Summary of Deploymer X

& - C [® mumb0bzt8001 console/console portal?_nfpb=true&_pageLabel=AppDeploymentsControlPage

ORACLE WebLogic Server Administration Console 12¢ -
Change Center @ Home Log Out Preferences [ Record Help
T of 31 Modules of 21 Modules i /_DEST_QUELE_FCDB > Summary of Servers >Summary of Deployments
No pending changes exist. Click the Release Summary of Deployments
Configuration button to allow others to edit the.
in.. Configuration  Control  Monitoring.
Lock & Edil
Release Configuration “This page displays the lst of Java EE applications and standalone application modules installed to this domain,

You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and then using the controls on this page.
Domain Structure.

++Resource Grougs s o install 2 new application o madule for deployment to targets in this domain, cick Tnstall,
Resource Group Templates
Machines

Virtual Hosts b Customize this table

Deployments

Concurrent Templates instai || Update | | Delete

Resource Management

Startup and Shutdown Classes |
P [ | Name &> State  [Health | Type Targets '
“Services 1 |y eforscie businesseditor(1.0,12.2..1.0) Adtive Library AdminServer | ¢
Security Realms
Interoperabiity (1 | igyeforace domain(1.0,12.2.1.1.0) Adive Library Admingerver | ¢
Diagnostics - A Ao bt mm -

e  Click on Upload your file(s)

[} Install Application Assist: X

€ C|® mumbibztaont

Y ———— I

Change Center @) Home Log Out Preferences (2 Record Help Y ‘Wielcome, v

B Home > Summmary of JMS Michies

Mo pending changes exist. Clck the Relesse Install Application Assistant
Configuration buton o allow athers to ed the
doman

1 Maciies > UESSystemMochle > VBSForsignservr > Canfigar

aton >MOTIFY_DEST_QUELE FCDE >UBSFar

rver > Sammary o Servers >Swmmary of Deplayments

Back]| [Neot | | [Firish

Lok $Eal

Pelease Confguration

selectthe fle the spplicatin root directory, archvve e, exploded arch

L Note: Dl valid il paths are displayed belowr. IF you cannot find '\mrnkduymunﬁq Upload your Flels) II

OBDI_INS_TEST N

that you want o st the path of the or fle in the Path fieid.

= I BDX_INS_TEST
Recently Used Paths: (one)
Current Location: ‘mum00bet { home | devaps | domain | OBDI_INS_TEST

Concurent Templates 5 original

Howdol... B e

« Start and stop 3 desloyed entemprice
application
« Configure an enterprise appication

Back| [teot] | [P

e Click on Choose File under Deployment Archive

[ Install Application Assist: X

< c ‘ ® mum00bzt:3001/console/console.portal?AppApplicationinstaliPortlet_actionOverride =/com/bea/console/actions/app/install/selectUploadApp
ORACLE' webLogic Server Administration Cansole 12¢ _
Change Center @ Home LogOut Preferences [&] Record Help
e Homa > Surevary of M5 Madulas >UBSSystamiisdule > Summary of S Moduies "_DEST_QUELE_FCDB »Summary of Saruers > Summary of Deployments
No pending changes exist, Click the Release Install Application Assistant
‘Configuration button to allaw others to edit the
main. Back| | Next | Finish | Cancel
Lock & Edit
e —— Upload a deployment to the Administration Server
lease Configuration

Domain Structure Click the Browse butten below to select an application or module on the machin from which you are currently browsing, When you have located the file, click the Next button to upload this deployment to the Administration Server,

BDX_INS_TEST -

Deployment Archive:
~Domain Parttions

~Servers Upload a deployment plan (this step is optional)
~Clusters
- Coherence Clusters A deployment plan is  configuration which can supplement the deseriptors included in the deployment archive. A deployment will work without a deployment plan, but you can also upload a deployment plan archive now. This deployment plan archive wil

veleted links for additional information 2bout deployment plans.
~~Resource Groups.

e Gop Templetes Deployment Plan Archive: Choose File | No fils chosen
~Machines

~Virtual Hosts
~Virtual Targets Back| | Next| | Finish | Cancel
“Work Managers

~Concurrent Temglates
—Resqurce Manaoement

How do L.
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e Navigate to customized obdx.

[ Install Appiication Assist. X

Post Installation Steps

externalsystem.ubs.notification.mdb.ear and click Open

€« C | ® mum00bzt:2001 fe.portal?App installPortlet_actionOverride=/com/bea/con
ORACLE weblogic Server Admnistration Console 12¢
Change Center l B Home Log Out Preferences (] Record Help Q
viewed @ op, S e Ao >Cnfprston I 0t5
en
o pendel
Configural & v M [ « Documents » Newfolder » vo P
domain..
| Organze > Newfolder -0
i Z Documents A Name h Type A
Domain ® togs File folder . When desloy i
buil Filefolder
B0 new
Ford  Hopw ¥ owe (G i o i s
e Deart 21 buidami {04 Document
&l ctopems L] cwaletsio $50 e o o N ~
i S £ Latest Revision_DB.ot Tott Document ey S o
[ :: 1] Latest Revision_SEED.tt Tet Document
Il ftaller0oct L) ObaccessClentmi 0L Document [ Choose Fie | No fie chosen
il fnstaller o™ 137 o etemalsystem.ubs.notificationmd... /252017803 PM  EAR Fie
I MobaXtem L ojdbesjar Executable Jo Fie
) mum00boin 1] PastHeadDB.txt Text Document
—= New folder ] PastHesdSEED1t T400PM  TestDocument ¥
v <
How do o
st 3 name: |obduextemalsystem ubs notification mdb.es | Al Files <
e (oo H | o
« confiog

Click Next

[ Install Application Assist X

= ce 01 /consale/console portal?/

pplicationinstallPortlet_actionOverride=/com/bea/console/actions/app/install

iApp

ORACLE webLogic Server Administration Console 12¢
) Home Log Out Preferences [&] Record Help

WS Modes

e

Change Center
P s el Home > Summany of M5 Madsies >UBSS s
W pending changes exist. Gick the Release Install Application Assistant
Configurabon butten to allow athers to edit the
omain. S
Lock 3 E6
upload

Release

Domain Structure
OBDI_INS_TEST

Domain Parttions
E

Deployment Archive:

Uplaad  deployment plan (this step is optional)

> Configuration >NOTIFY_DEST_QUEUE_FCDB >USSFoeeignsesves > Summary of Servers »Sumenary of Deployments

ik the Bruwse button below to selact an applcabon er modul on the machine from which you ar2 currently browsing. When you have lacated the fie, dick the Next button to upload this deploymant to the Administration Serves.

Choose File | obdx extema...ion.mdb.ear

& deployment plan & a configuration which can deployment archive. A work itheut a  but you can olso uplead a deployment plan archive now. This deplayment plan archive will be a directo
reloted links for additonal informaton about depleyment plans.
Deployment Plan Archive: Choosa File | Mo file chosen
i~Concurent Templates -
e  Click Next
1) Install Application Assst- X
& = C | ® mum00bzt3001/con
ORACLE WebLogic Server Admnistation Consoe 12c
Change Center 10 tome 129 00t rfrecs 6 pecd o |
View changes and restats Sy e — — 7 a3
Hessages
o pendng changes st Cickthe Reesse
o The e (IS T
domain,
e Install Application Assstant

N e Crnbopuaten sl Back] [N |[Fiih] | (Caneel]
Domain Structore Locate deployment o nstal and prepare for deploymest.
S WS ST = archive e s entesthe gath of the api fie n the 2ot .
EH-Domain Paritions i
S-Emirsoment ¥ diplaredbeon. yous i) andjorconim it

senes

& Gustes Path: in/OBDX_INS ] db.

~Coherence Custers:

Recently Used Paths:

~Resource Groups Lo § .

- Resoore Group Temgetes Current Location: mus0tkct | home | devops / domain | OBDIC_INS_TEST ] serves | AdminSener | upload | cbdx.atemaisystem.ubs otfkaionmdb.ear | 2pp.

~adines oG

—Virtal Hosts =

Brpplaad =

ok Nasagers

—Contument Tempiates |
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Post Installation Steps

e  Select “Install this deployment as an application” and click Next

[ Install Application Assist: X

< C | ® mum00bzt:3001 /console/console.portal?AppApplicationlnstallPortlet_actionOverride=/com/bea/console/actions/app/install/appSelected

ORACLE WebLogic Server Administration Console 12¢

Change Center @) Home Log Out Preferences [&] Record Help

T Home >Summary of JMS Modules =UESSystemtiocule >Summary of JHS Modues >UBSSystamblocu »UBSForsigriServer >Canfiguration >NOTIFY_DEST_QUEUE_FCDE »UBSForeigriservar >Summary of Servars >Summary of Deployments
Mo pending changes exist. Click the Release Install Application Assistant

Configuration button to allow others to edit the

domain.

Back | | Next ‘F\msh ‘Gam:el
Lock & Edit

Choose installation type and scope:

Release Configuration

Select ff the deployment should be installed as an application or library. Also decide the scape of this deployment.
Domain Structure
BOX_INS_TEST -
-Domain Partitions
- Servers
“Clusters
“~Coherence Clusters
~Resource Groups
~“Resource Group Templates

The application and its components will be targeted to the same locations. This is the most common usage.

@ Install this deployment as an application

Application libraries are deployments that are available for other deployments to share, Libraries should be available on allof the targets running their referencing applications.

Install this deployment as a library

Install this asan lication, but target the

~Machines
~-Virtual Hosts

e Hos Useful when one or more of the modules or components must have targets uniqus from the rest of the application.
--virtual Targets
Work Mznagers Select 2 scope in which you wank to instal the deployment.
~-Concurrent Templates
--Resource Mananement. T

Scope: Global ¥
How do L.. =]

o Start and stop 2 deployed enterprise Kinish] | LCancel)

applcation

Configure an enterprise application

= Create 3 denlnument nlan

e  Select Cluster as target and click Next

[ Install Application Assist X

& C | ® mum00bzt:8001/console/console.portal?AppApplicationnstal Portlet_actionOverride:

ORACLE" WebLogic Server Administration Cansole 12¢

Change Center @) Home Log Out Preferences [&] Record Help Q

e A e Home >Summary of JUS Mocules >UBSSystemblodle >Summary of JMS Modues >UBS SystemMocule >UBSForsignServer >Configuration >NOTIFY_DEST_QUEUE_FCDB >UBS erver >Summary of Servers
No pending changes exist, Click the Release Install Application Assistant

Configuration button to allow others to edit the

domain,

Back | | Next ‘F\msh ‘Camel
Lock & Edit

Select depl ttargets
Release Configuration vect deployment targ

Select the servers and/or dlusters to which you want to deploy this application. (You can reconfigure deployment targets later).
Domain Structure

B03_iNs_TEST .| | Available targets for obdx.externalsystem.ubs.notification.mdb :
~Domain Partitions
wironment e
- Servers
“Clusters AdminServer
~Coherence Custers
~Resource Groups
~Resource Group Templates Clusters
~Machines
~Virtual Hosts #| InstallerTest
—Vvirtual Targets * all servers in the cluster
- Work Managers Part of the cluster
- Concurrent Templates OBDX_INS1
- Resaurce Mananement. M
How do L... a8

Back

Finish | | Gancel

» Start and stop a deployed enterprise
application
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Post Installation Steps

e  Click Next

/[ Install Application Assist X |
J

& c \(D mum00bzt:8001/consele/cansal IAppApplicationinstallPartlet_actionOverride=/c 1sole/actions/app, ionTargetsSelected

ORACLE WebLogic Server Administration Console 12¢ -
Change Center B Home Log Out Preferences B Record Help [ || Q

View changes and restarts Home >Summary of JMS Modules >UBSSystembodule =Summary of JMS Modules =UBSSystemModule > UBSForeignSarver >Configuration >NOTIFY_DEST_QUEUE_FCDB > Ut Summary of Servers

Mo pending changes exst. Click the Release Install Application Assistant

Configuration button to allow others to edit the

omin. |sm|!um ' Finish| | |Cancel

Optional Settings

Release Configuration
| You can madify these settings or acceot the defautts,
Domain Structure = Indicates required fields
BOX_INS_TEST -
~Domain Partitions -
rironm What do you want to name this deployment?
-~ Servers

*Name: dx.externalsystem.ubs.notification.mdl

Specification Version: 17.2.00.0
Implementation Version: 201707211118
— Security
+| | what security model do you want to use with this appiication?
2] DD Only: Use only roles and policies that are defined in the deployment descriptors.
. Stal‘l and stop a deployed enterprise () Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.
application
« Configure an enterprise application () Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.
« Create a deployment plan
« Terget an enterprise zpplication to 2 server ) Advanced: Usea you : ion page.

instance
— Source Accessibility

Test the modules in an enterprise application

[

[ TN

° Click Finish.

[ Install Apglieation Assist %

rinstallPortlet_act

€« C | @ mumb0bat:5001/cor app/install/s

OIRACLE Weblogi Semer ommstvoncors -

(Change Center. @ Home Log Out Preferences [ Record Help Webcome, weblogi
e o »Sammary o 45 Mol » 8SSemblodde» Summary of M Machies  UBSSystamtoce »BSForegreierver » Confurshon sHOTIFY_DEST_QUELE_FCD8 3 USreignSerse »ammary o Sever. 3 Summary o Deployments
o pending changes enst Clckthe Relense | | Install Application Assistant
ration button to allow sthers to edt the
domain. Back [Nt
Lock 8 Eat
Review your chaices and click Finish
ek Finish moments t complete
Domain Structure: Additional Configuratian
‘oaDx_pes_Test =

In order o work successful, this apelication may require additionsl configuration. De vou want to review this application's configuration after completing this assistant?

# Yes, take me to the deployment’'s configuration screen.

Ho, T il review the configuration later.
‘Summary
Deployment XM s Jappiobix.estemalsystem. s,
Hame: chénextemseysten.ubs aciication ndb
Staging Mode: use the defauts defined by the chosen targets
= | Manstaging Hode: Use the same accessibiky 23 the appicaen
'« Stat and stup 2 deployed entaprse Security Hodel: 00sl: Use oy oles and polices that are dafined i the deployment desriptors.
applcation
 Configure an enterprse application Scope: clobal
4 Creste o deployment ian Target Summary
= Target an enterprise application to @ server
[l Companents Targets.
- Testthe modul woaaten || oo | InsaterTest
System Status Back wet| || Fnen || Cancal

Hasith of Runsns Sarvare st of 35390 ‘

Installation Guide 71



Post Installation Steps

. Click Save.

[ Settings for obdxextern: X

& G | ® mum0bzt:3001 /console/console portal?_nfpb=trues!_pagelabel=AppApplicationOvery AppApplicationOverviewPortlethandle=com.bea.console handles.AppDeploymentHandle%28"com.bea%

ORACLE' webLogic Server Administration Console 12¢

Change Center ) Home Log Out Preferences (2] Record Help

Home IMS Modules

> »UBSForeignServer >Summary of Servers >Summary of Jbs.notification.mdb
e e Pl et o NOTIFY_DEST_QUEUE_FCDB »UBSForeignServer Summary of S Summary of

Pending changes exist, They must be activated |  SeEtings for obdx.externalsystem.ubs.notification.mdb
et

to take effe
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes
« Activale Changes
Undo All Changes
Domain Structure Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated and so on. The table at the end of the page lists the modules {such as Web
BDX_ IS TEST . the name of the module to view and update its configuration
“Domain Partitions
A, Name: obd externalsystem, ubs.nobfication.mdb The name of this enterprise application. More
~Senvers
~Clsters e X
- Coherence Clusters Scope: Global Spedifies if this enterprise application is accessi
~Resource Groups
. Resource Group Templates Path: / home devops/ domain/ OBDX_INS_TEST/ serversf AdminSenver/ upload] oba, extemalsystem, ubs, notification. mdb. ear/ app/ obdx, extemalsystem. ubs.  The path to the source of the deployable unit o
o P reme otfication. mdb. car
~Machines
~Virtual Hosts
- vitual Targets Deployment Plan: (no plan specified) “The path to the deployment plan document on
~Viork Manzgers
- Concurrent Templates Staging Mode: (not specified) Specifies whether a deployment’s files are copit
~-Resource Mananement T area during application preparation. More Infc
How dolL. E| | Plan Staging Mode: (not specified) Specifies whether an application's deployment |

staging area during application preparation. b
« Start and stop 2 deployed enterprise

appiication Security Model: DDOnly The security model that s used to secure a der
« Configure an enterprise application
« Create 2 deployment plan 5] Deployment Order: 100 Anfmteger value that indicates when this unit ic

Infou.

» Target an enterprise application to a server

instance

5] Deployment Principal A string value that indicates the principal that s

® Test the modules in an enterprise application | | p_ “This principal wil be used to set the current sul

ApplicationLifecycleListener. If no principal nar

e Click Activate Changes

[ Settings for obdrextern: X

€ 5 C | ® mumbDbzts001 /consolefconsoleportal?_nfpb=truell_pageLabel=AppApplicationOverviewPage8iAppApplicationOverviewPortlethandle=com,bea consolehandles.AppDeploymentHandleS28"com be:

ORACLE' webLogic Server Administration Conscle 12c

Change Center @ Home Log out Preferences [ Record Help

Home >UBSSystemModule >Summary of IMS Modules o >NOTIFY_DEST_QUEUE_FCDB >UBSFareignServer >Summary of Servers >Summary of Deployments >obdx.externalsystem.ubs.notifica
Messages

View changes and restarts

Pending changes exist. They must be activated
to taks sffect + Settings updated successfully,

Onde. anges

Overview | Degloyment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | MNotes

Domain Structure Save
BOX_INS_TEST N
~Deomain Partitions
rvironment Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The table at the end of the page lsts the modules
the name of the module to view and update its configuration.

—-Servers

“Clusters

~Coherence Clusters HName: cbdr. externalsystem.ubs. nofification. mdb The name of this enterprise appli
~Resource Groups

Resource Group Templates Scope: Global Specifies if this enterprise applica
Machines

Virtual Hosts Path: | home/ devops/ domain/ OBDX_INS_TEST/ servers/ Adminserver] upload/ obdy. externalsystem. ubs. notification. mdb. ear/ app/ obdx. externalsystem. ubs.  The path to the source of the deg
Virtual Targets notification. mdb. ear

~Work Managers
Concurrent Templates
Resqurce Mananement

+| | Deployment Plan: (no plan specified) The path to the deployment plan

Howdo L.. =] Staging Mode: {(not specified) Specifies whether a deployment's
area during application preparatic

Start and stop a deployed enterprise

application Plan Staging Mod (not specified) Specifies whether an application’s
+ Configure an enterprie applcation staging area during application pr
+ Creste 3 deployment plan
ployment o Security Model: DDOnly The security model that is used t
» Target an enterprise application to a server
instance
] Deployment Order: 100 An integer value that indicates wi
o Test the modules in an enterprise applicston nfo
System Status 5| | 4 Deployment Principal Astring value that indicates the p
Name: This principal wil be used to set t
Health of Running Servers as of 3:59 PM ApplicationLfecydllistener. 1f no

Failed (0) Save
Citical (0)
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[} Settings for obdxextern: X

& C | ® mum00bzt:80(

fpb=trued |

ole.handles.AppD: ymentHandle("com.

ORACLE' WebLogic Server Administration Console 12¢

Change Center @ Home Log Qut Preferences Help Q
View changes and restarts Home > UBSSystembodiz »Summary of IS Modules »UBSSstemMadule »UBSForeignServer »Configuration »NQTIFY_DEST_QUEUE_FCDE »UBSForegnServer »Summary of Servers 5 F lbs.notification.mdb
Messages

Click the Lock & Edit button to modify, add or
delete items in this domain. & All changes have been activated. Mo restarts are necessary.
I Lock & EM | Settings for obdx.externalsystem.ubs.notification.mdb
Release Configuration
Overview = Deployment Plan | Configuration | Security | Targets Control | Testing = Monitoring | Motes

Domain Structure

Ciick the Lock & Edit button in the Change Center to moify the settings on this page.
BOX_INS_TEST

~Domain Partitions Save
- Servers
- Clusters Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The table at the end of the page lists the modules {such as Web

the name of the module to view and update its configuration.
- Coherence Clusters

~Resource Groups
~Resource Group Templates Name: obdx.externalsystem.ubs.notfication.mdb ‘The name of this enterprise appiication. More
-

Scope: Global Specifies i this enterprise application is accessi

Path: J home{ devops/ domain/ OBDX_INS_TEST/ serversf AdminServer/ upload/ obdx. exteralsystem. ubs. notfication. mdb. ear/ app/ obdx. extemalsystem. ubs.  The path to the source of the deployable unit o
notification. mdb. ear

- Resaurce Mananement

How do I [=) Deployment Plan: (o plan spedfied) The path to the deployment plan document on

o Start and stop a deployed enterprise Staging Mode: {not specified) Species whether a deployment’s files are copic
application area during application preparation. More Infc
Configure an enterprise appiication

i § Plan Staging Mode: {not specified) Specfies whether an application's deployment |
= Creste a deployment plan staging area during aplication preparation. I
» Target an enterprise application to a server

Instance, Security Model: DDOnly The security model that is used to secure a dep

« Test the modules in an enterprise application
— | ] Deployment Order: 100 An integer value that indicates when this unitis

- Info...

System Status 5]
Health of Running Servers as of 3:58 PM @ Deployment Principal A string value that indicates the principal that s
Name: “This principal will be used to set the current sul
[ Failed (0) ApplicationLifecydeListener. If no principal nam

[ Giitical (0)

Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

If during installer execution Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX
with OBPM) is selected, then below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBDX domain created using installer) and Browse to Summary
of JIMS Modules > OBPMSystemModule > OBPMForeignServer (as shown below)

Settings for 0BPMSystemModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing resources.

Name: 0BPMSystemModule The name of this JMS system module. More Info...
Scope: Global Specifies if the JMS system module is accessible within
Descriptor File Name: jms/obpmsystemmodule-jms.xml The name of the IMS module descriptor file. More Inf

This page summarizes the JMS resources that have been crested for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys, destination quots, distributed destinations, foreign servers, ¢

| Customize this table

‘Summary of Resources

Glick the Lack & Edit button in the Change Center to activate all the buttons on this page.

New | [Delste

MName &% Type INDI Name ‘Subdeployment

OBPMForsignServer Foreign Server WA 0BPMSubdeployment

New | [Delete

Refer to earlier steps mentioned for UBS HOST UBSForeignServer and make similar changes in
OBPMForeignServer.

Installation Guide 73


http://mumaa012:29001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DOBPMForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX182_OBPM140%5D%2FJMSSystemResources%5BOBPMSystemModule%5D%2CPath%3DJMSResource%5BOBPMSystemModule%5D%2FForeignServers%5BOBPMForeignServer%5D%22%29
http://mumaa012:29001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DOBPMForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX182_OBPM140%5D%2FJMSSystemResources%5BOBPMSystemModule%5D%2CPath%3DJMSResource%5BOBPMSystemModule%5D%2FForeignServers%5BOBPMForeignServer%5D%22%29

Post Installation Steps

Deployment of notification MDB application

Before deployment of obdx.externalsystem.obpm.notification.mdb.ear application, make changes similar
to obdx.externalsystem.ubs.notification.mdb.ear before deployment.

Fileupload with UBS

Refer below document for File upload configuration with UBS

e Oracle Banking Digital Experience File Upload Report Configuration

Origination with UBS

Refer below document (section 5 and 6) for enabling Origination with UBS

e Oracle Banking Digital Experience UBS Origination Setup and Configuration

Trade Finance (LC and BG) with OBTFPM

Refer below document for enabling ‘Letter Of Credit’ issuance and ‘Bank Guarantee’ issuance with
Oracle Banking Trade Finance Management.

Oracle Banking Mid-Office Product Setup and Configuration Guide

OHS

OHS server needs to be configured for all FLAVOR’s as a mandatory activity.
To configure OHS server follow steps mentioned in below document before proceeding further.

. Oracle Banking Digital Experience OHS User Interface Configuration

Home
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9. OBDX Product Verification

Start managed server and verify all deployed applications are in Active state (as shown below).

£ AuditDEEAR Active | ¢ 0K z;ﬁl’c"a"'f;n obdx_cluster | Global 100

ﬁjBatchREﬁnurcEAdaptEr Active | @ OK ﬂt;h?arésnen obdx_cluster | Global 100

@cuherence—h’ansaction-rar Active | @ OK :;s:p:er’c_e ﬁglﬂcifcsli[s\;:? Global 100

E'jcom‘ofss.d\gx.app.connactor Active | & QK zt;“?;:js;n obdx_cluster | Global 100
‘ ‘ EExb:faceS\mulatorl’v‘lDB Active | QK ﬂﬁi?ariiis:n obdx_cluster | Global 0

Fjobdx‘aup.chathot Active | ¥ 0K Eﬁirgariiisoen obdx_cluster | Global 100

‘3ubdx.apu‘core.domam(l‘}.]..[I.O.Cl,?ls) Active Library J:gt;r;:ifcslirs::? Global 100

5 °bdx.app core.patch(19.1.0.0.0,715) Active Library ’:gé’;{'fﬁg:? Global 100

5 °bdx.app.domain(19.1.0.0.0,715) Active Library ’:gé’;{'fﬁg:? Global 100

flubdx.apu‘framE‘.‘Jork(l‘).L.U.O.G,?lS) Active Library J:gér;:ifcslirs::? Global 100

?'jobdx‘aup.mdb.report Active | % OK z;ﬁirfar‘ijs:n obdx_cluster | Global 100

?'jobdx‘aup.oauth Active | % QK z;ﬁirfar‘ijs:n obdx_cluster | Global 100

?'jobdx‘aup.rest.idm Active | % OK z;ﬁirfar‘ijs:n obdx_cluster | Global 100

E'jobdx‘aup.smsbankmg Active | % QK z;ﬁirfar‘ijs:n obdx_cluster | Global 100

?'jobdx‘aup.soap Active | % OK z;ﬁirfar‘ijs:n obdx_cluster | Global 100

?'jobdx‘aup.timer Active | % QK z;ﬁirfar‘ijs:n obdx_cluster | Global 100

5 °bd. 2.3pp.domain(12.1.0.0.0,715) Active Library ’:gﬁfﬁ’s‘;:? Global 100

W5 obidx. cz. extsystem. domain(19.1.0.0.0,715) Active Library ’:gﬁf{slizg? Global 100

W5 obidx. cz.thirdparty.app.domain(19.1.0.0.0,715) Active Library ’:gﬁfﬁ:;g? Global 100

flabdx.extz‘,'stem‘domaln{lﬂ.1.U.[|.0,?15) Active Library ’:gﬁf{slizg? Global 100

To login into application, new user needs to be created (if not already done) in OUD refer section
Creating Groups and System Admin User on LDAP Server of document “Oracle Banking Digital
Experience Installer Pre-Requisite Setup Manual” mentioned in section 8.5 Related Information
Sources.

To verify the installation, launch below URL

http://<OHS server ip or hostname>:<OHS port>

Check if the page loads successfully.
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ZigBank - ZigBank

C Q

z ZlgBank Login \vV :

Your financial security guaranteed.

Choose from our range of products

Achieve your Dream with us -

Dayl Configuration

Universal Banking Solution (OBDX with UBS)

Refer below document (Section 3. System Configuration) for Dayl configuration required for integration
with UBS

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Third Party System (OBDX with THP)

Refer below document (Section 5. System Configuration — Host System as Third Party) for Dayl
configuration required for integration with Third-party System

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Chat Bot Configuration:

Refer below document for Chat Bot configuration.

Oracle Banking Digital Experience Chatbot Configuration
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Mobile Application Builder:

Refer below documents for Mobile Applications build and setup.
Oracle Banking Digital Experience Mobile Application Builder-Android
Oracle Banking Digital Experience Mobile Application Builder-iOS

Mid Office Configuration:

Refer below document for Mid Office Configurations i.e. Trade Finance, Corporate Lending.

Oracle Banking Mid-Office Product Setup and Configuration Guide.

Account Uniqueness Configuration:

Some core banking systems support same account number in multiple branches within the entity. OBDX
has support for such core banking systems. However, the configuration is not enabled by default. In case
the Bank has core banking system which supports and provides same account numbers across multiple

branches, the following scripts should be executed per entity for enabling the support.

Insert into DIGX FW_CONFIG_ALL O (PROP_ID, PREFERENCE NAME, PROP_VALUE, DETERMINANT VALUE,
CREATED_BY, CREATION DATE, LAST UPDATED BY, LAST_UPDATED_DATE)

values
('obdx.host.account.uniqueness', 'ExtSystemsConfig', 'BRANCH', '<ENTITY ID>', 'ofssuser',sysdate, 'ofs
suser',sysdate) ;

Insert into DIGX FW_CONFIG_ALL O (PROP_ID, PREFERENCE NAME, PROP_VALUE, DETERMINANT VALUE,
CREATED_BY, CREATION DATE, LAST UPDATED BY, LAST_UPDATED_DATE)

values
('obdx.host.accountbranch.delimiter', 'ExtSystemsConfig', '@~", '<ENTITY ID>', 'ofssuser', sysdate,'of
ssuser', sysdate) ;

Note: Please ensure that <ENTITY_ID> has been replaced with correct Entity ID for the corresponding
entity.

Home
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10. Configuration for OUD/OAM

In-case installation needs to be done using OUD/ OAM provider, below steps needs to be performed
manually.

Weblogic configuration/ deployment

e REST EAR deployment:

Undeploy obdx.app.rest.idm from deployments.

Deploy obdx.app.rest from Installer zip (<OBDX INSTALLER DIR>
\installables\app\components\obdx\deploy\obdx.app.rest.ear).

Refer to manual deployment steps provided for
obdx.externalsystem.ubs.notification.mdb.ear application

e Security Realms

To configure your own Oracle LDAP to use instead of the default embedded LDAP, which comes with
Oracle Weblogic Server.

e To do this, ensure that the Admin Server is running. Login to the Weblogic Console for OBDX
domain (created by Installer) using the following URL:

http://<hostname>:<admin_port>/console

¢ Now, go to Security Realms > myrealm > Providers

<« C | ® mum00bzt:3001 /console/consale port

nfpb=true&_pagelabel=RealmprovidersTabPage&handle=com.be

ole.handles SecurityMBeanHand

ORACLE webLogic Server Administration Consele 12¢

Change Center @ Home Log Out Preferences Help Q

Welcome, weblugi(‘ Connected to: OBDX_INS_TEST

T D Home >Summary of Security Realms >myrealm >Providers

Click the Lock & Egi button to modify, add or Settings for myrealm
delete items in this domain.

Configuration | Users and Groups = Roles and Policies | Credential Mappings  Providers = Migration
Lock & Edit

Reloase Configuration Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure
An Authentication provider allows WebLogic Server to establish trust by validating a user, You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in

BOX_INS_TEST a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS,
~Domain Partitions
1 -Environment
--Deployments. P Customize this table
“Services
- Security Realms Authentication Providers
- Interoperability Click the Lock & Edit button in the Change Center to activate all the buttons on this page.
~Diagnostics

New | [Delete] |[Reorder Showing 1to 5 of 5 Previous | Next

Name Description Version
DBAuthenticator 0BDX - DB Authenticator 10
SQLAuth Provider that performs DBMS authentication 10
How do L., ]
OBDXIWT OBDX JWT Identity Asserter Provider 10
+ Configure authentication and identy DefaultAuthenticator WiebLogic Authentication Provider 10
assertion providers
« Configure the Password Validation provider DefaultldentityAsserter WebLogic Identity Assertion provider 10
« Manage security providers New | [Delele | |[Reorder Showing 105 of 5 Previous | Next
* Set the JAAS control flag

* Re-order authentication providers

System Status =]

Health of Running Servers as of 9:39 AM

. Now click on “Lock & Edit” in order to edit the details.

e Delete the following Authenticators under providers-> Authentication:
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DBAuthenticator
SQLAuth

[ Settings for myrealm - C X e

& C | ® mum00chg

ORACLE WebLogic Server Administration Console 12¢ _

Change Center & Home Log Out Preferences ] Record Help Q Welcome, weblogic | Connectad to: OBDX_INS_TEST3
View changes and restarts Home =Summary of Environment >Summary of Servers >Summary of Security Realms >myreaim - Providers »Summary of Envirenment >Summary of Servers >Summary of Security Realms >myreaim >Providars
o pending changes exst. Clck the Release Settings for myrealm
Configuration button to allow others to edit the
domain. Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapging | Cerification Path
Release Configuration

Domain Structure An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have ane Authentication provider in a security realm, and you can configure multple Authentication providers in
a security realm. Diferent types of Authentication providers are designed to access different data stores, such a5 LDAP servers or DENS.
BDX_INS_TEST3
#-Domain Fartitions
#+-Environment b Customize this table
~Deployments

Authentication Providers

i Interoperability | New| |Detete | |[Reorder Showing 1t0 5 0f 5 Previous | Next
#-Diagnostics
Name Description Version
¥l | DBAuthenticator OBDX - DB Authenticator 1.0
@l | sQLAuth Provider that performs DBMS authentication 1.0
OBDXIWT OBDX JWT Identity Asserter Provider 10
Fe=rre a DefaultAuthenticator WebLogic Authentication Provider 10
Defaultldentitydsserter WebLogic Identity Assertion provider 10
« Configure authentication and identity

assertion providers New | | Delete | || Reorder Showing 1 to 5 of 5 Previous | Next

+ Configure the Password Validation provider

« Manage securty providers
« Set the JAAS control flag

+ Re-order authentication providers

System Status 8

Health of Running Servers as of 7:33 AM

[} Settings for myrealm - © X (2] -

< C | ® mumdochg tal?_nfp!

ORACLE WebLogt serer it corso 122 B 0 o

Change Center @ Home Log Qut Preferences [ Record Help Q Welcome, weblog ‘Conne:t:d to: OBDX_INS_TEST1
T e e T Home >Summary of Enviranment »Summary of Servers =Summary of Security Redlms >myrealm »Providers >OUDAuthenticator »Providers
Messages
Pending changes exist. They must be activated
to take effect. o Selected Authentication Providers have been deleted.

<« Activate Changes Settings for myrealm

Undo All Changes

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Domain Structure Authentication | Password Validation = Authorization = Adjudication | Role Mapping | Auditing | Credential Mapping Certification Path
BOX_INS_TEST1
~Damain Partitions
H-Environment An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
- Degloyments a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS,

Services

B Customize this table

" Diagnostics Authentication Providers
New| [Deleie | || Reorder Showing 1to 3 of 3 Previous | Next
Hame Description Version
0BDXIWT OBOX JWT Tdentity Asserter Provider 10
How do L.. 8 DefaultAuthenticator WebLogic Authentication Provider 10
+ Configure authentication and identity DefaultldentityAsserter WebLogic Identity Assertion provider 10
assertion providers

N Delete Reord i
« Configure the Password Validation provider LHew] (Bl | Heoder] Showing 1to 3 of 3 Previous | Next
« Manage security providers

+ Set the JAAS control flag

« Re-order authentication providers

System Status a

Health of Running Servers as of 10:(

e Click on ‘DefaultAuthenticator” provider and change the Control Flag to SUFFICIENT
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AuthenticatorBook - OBDX17:

€ mum00agk 7001
[ Table I Form (& Image

Structure & Link @ Color Contrast 13 Linearise

Options @ Off

ORACLE webLogic Server Administration Console 12¢

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain,

Lock &Edit

Relese Configuration

Domain Structure

DX172

~Domain Partitions
H-Environment
--Deployments

~Services
--Security Realms
(#H-Interoperability
~Diagnostics

How do L. =]

* Configure authentication and identity
assertion providers

« Configure the Passward Validation pravider

* Set the JAAS control flag

« Manage security providers

System Status ]

1) Home Log Out Preferences

Record Help

Q

DefaultAuthenticator

H

im >Pro

Settings for DefaultAuthenticator
Configuration | Performance | Migration

Common | Provider Spedific

save

‘This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence

AF] Name: Defaulthuthenticator

] Description: WebLogic Authentication Provider
] version: Lo

] Control Flag:

SUFFICIENT |~

save

eblogic Authentication provider. More Info...
A short description of the Authentication provider. More Info. ..
The version number of the Authenticaton provider.  More Info...

Returns how the login sequence uses the Authentication provider, More Info. .

Configuration for OUD/OAM

Welcome, weblogic | Connected to: 0BDX172

e Click on Save button to save the changes

AuthenticatorBook - OBDX172... X +
€ mum00agk 7001 /con
B Table I Form (&) Image

Structure @ Link @ Color Contrast 13 Linearise

Options @ Off

ORACLE webLogic Server Administration Console 12¢

Change Center

View changes and restarts

Ne pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock &Edit

Release Configuration

Domain Structure
DX172

~Domain Partitions
BH-Environment
~Deployments
~Services
~-Security Realms
T-Interoperabiity
~Diagnostics

How do L.

« Configure authentication and identity
assertion providers

« Configure the Password Validation provider
& Set the JAAS control flag

* Manage security providers

System Status ]

@) Home Log Out Preferences

Record e | Q

H

pr

DefaultAuthenticator
Messages

« Settings updated successfully.
Settings for DefaultAuthenticator
Configuration | Performance | Migration

Common | Provider Specific

Save

‘This page displays basic information about this Weblogic Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.

] Name: DefaultAuthenticator

5] Description: Weblogic Authentication Provider
] Version: 10

4] Control Flag:

SUFFICIENT |~

save

The name of this WebLogic Authentication provider. More Info...
A short description of the Authentication provider, More Info...
The version number of the Authentication provider. More Info...

Returns how the login sequence uses the Authentication provider. More Info.
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e Navigate Back to Security Realms > myrealm > Providers

[@ Settings for myrealm - C X

& @ © mumdiehg

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

o Activate Changes

Undo All Changes

@ Home Log Out Preferences

Record Help

Home >Summary of Emvironment >Summary of Servers
Messages

« Selected Authentication Providers have been deleted.
Settings for myrealm

Configurati Roles and Policies

Domain Structure.

BDX_INS_TEST1
~Domain Partitions

H-Environment

~Deployments
“Services

~-Security Realms

H Interoperability
~Diagnostics

How do L.. =}

« Configure authentication and identity
assertion providers

+ Configure the Password Validation provider
« Manage security providers
« Setthe Jaa5 control fizg

» Re-order authentication providers

System Status =]

Health of Running Servers as of 10:02 AM

Users and Groups Credential Mappings | Providers | Migration

Authenti

fon | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

An Authentication provider allowis WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in

ummary of Security Realms >myrealm >Providers >0UDAUtherticator >Providers

Certification Path

a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

b Customize this table

Authentication Providers

Configuration for OUD/OAM

Welcome, weblogic ‘ Connected to: OBDX_INS_TEST1

New | |Delete | || Reorder Showing 1 to 3 of 3 Previous | Next
HName Description Version
OBDOWT OBDX JWT Identity Asserter Provider 10
DefaultAuthenticator ‘WebLegic Authentication Provider 10
DefaultldentityAsserter ‘WebLeogic Identity Assertion provider 10

New | [Delete | || Reorder

shewing 1to 3 of 3 Previous | Next

. Now, click on New and enter the below details and click Save.
Name : OUDAuthenticator

Type : OracleUnifiedDirectoryAuthenticator

Create a New Authentication .. X 4

€ mum00agk:
B8 Table I Form (&) Image

ORACLE WebLogic Server Administration Console 12¢

Change Center

NView changes and restarts!

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock &Edit

Relese Configuration

Domain Structure
DX172
~Domain Partitions
H-Environment
--Deployments
~Services
--Security Realms
~Interoperability
~Diagnostics

Howdo L. 15}

» Manage security providers

* Configure authentication and identity
assertion providers

System Status 5]

Health of Running Servers as of 1:12PM

@) Home Log Out Preferences

H

> Summary
Create a New Authentication Provider
OK Cancel
(Create a new Authentication Provider
“The following properties wil be used to identify your new Authentication Provider.
* Indicates required fields
The name of the authentication pravider.

“Name: QUDAuthenticator

This s the type of authentication provider you wish to create.
Type:

PlanetAuthenticator hd

oK | || Cancel
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. Click on OK Button.

[@ Settings for myrealm - © X

e -
« c 0 _nfpb=trues

* @ :
ORACLE webLogic Server Administration Console 12¢

Change Center &) Home Log Out Preferences

Record Help

Welcome, weblog <‘ Connected to: OBDX_INS_TEST1
View changes and restarts

Hame > Summary of Environment »Summary of Servers =Summary of Security Realms >myrealm >Providers =0Ul

Authenticator >Providers
Pending changes exst. They must be actsted Settings for myrealm
to take effec

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
o Activate Changes

Undo All Changes Authentication | Password Validation | Autherization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure

n Authenticaion provider alons Weblogic Server o esablis trus by valdaing a usr. You must have one Authentcaion provder i a secury esim, and you can configure multle Authentiaton rovides n
BDX_INS_TEST1 a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or
~Domain Partitions
HEnvironment
b Customize this table
Services . .
M ) Authentication Providers
Security Realms
H Interoperability New | [Deieie| || Reorder showing 1to 4 of 4 Previous | Next
~Diagnostics — —
Name Description Version
0BDXIW OBDX JWT Identity Asserter Provider 10
DefaultAuthenticator WebLogic Authentication Provider 10
DefaultldentityAsserter WebLogic Identity Assertion provider 10
pomdols =) QUDAuthenticator Provider that performs LDAP authentication 10
= Configure authentication and identity New lele | || Reorder Showing 1to 4 of 4 Previous | Next
assertion providers R e
« Configure the Password Validation provider

« Manage security providers
« Set the 4AS control flag
= Re-order authenti

tion providers

System Status =]

Health of Running Servers as of 10:03 AM

Now Click on OUDAuthenticator and select Control Flag as “SUFFICIENT”

AuthenticatorBook - OBDX172.. X = ==

€ ©mum00aqk70 eportal?_nf &_pageLabel=Aut c
[ Table T Form [&] Image

Structure @ Link [ Color Contrast
ORACLE webLogic Server Administration Consels 12¢

Linearise [15] Options @ OFf

s o}
T & Home Log Out Preferences [&] Record Help ‘ Q Weicome, weblogic | Comected to: 0BDX172
Y SR Homs »myrealm »Providers » DefaultAuthen - OUDAuthenticator
Pending changes exist. They must be activated Settings for OUDAuthenticator
to take effect.

Configuration | Performance
o Activate Changes

Common | Provider Specific
undo All Changes

Save
Domain Structure
DX172 This page displays basic information about this iPlanet Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.
-Domain Partitions
nvironment
- Deployments 25 Name: OUDAUthenticator
~Services

The name of this Planet Authentication provider. More Info...
ecurity Reaims

ieropercbity 45 Description: Provider that performs LDAP authentication A short description of this Planet Authentication provider.  More Infa..
“Disgrostics
] Version: 10 The version number of this iPlanet Authentication provider. More Info
£ Control Flag: SUFFICIENT |~ Specifies how this iPlanet Authentication provider fits into the login sequence. More:
Info..
save

Howdo L. =

 Configure authentication and identity
assertion providers

« Set the JAAS control flag

& Configure the Password Validation provider

» Manage security providers

System Status =]

6:46 PM
AmTd B

19/2017
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. Click on Save Button.

AuthenticatorBook - 0BDX172.. X +

x
€ mum00agk:7001/console/console portal?_nfpb=t enticatorCanfigCommon1 c Search B ¥ A& 4 - B- & @ =
[ Table I} Form [&] Image tructure @@ Link [ Color Contrast 03 Linearise [[5] Options @ Off

ORACLE' WebLogic Server Administration Console 12¢ — ~

Change Center @ Home LogOut Preferences [&] Record Help ‘ Welcome,webk:gic‘cor\nected to: OBDX172
View changes and restarts Home >myresim >Providers >DefaultAuthenticator >Providers >myrealm >Providers >5i of Security Reaims >myreslm >Providers >OUDAuthenticator
Messages

Pending changes exist. They must be activated

to take effect. & Settings updated successfully,
# Activate Changes Settings for OUDAuthenticator
Undo All Changes e ion | Performance
Domain Structure Common | Provider Spedific
DX 172

-Domain Partitions LSave |

}-Environment.

~Deployments This page displays basic information about this Planet Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.
“Services
--Security Realms.
- Interoperabiity 4 Name: OUDAuthenticator The name of this iPlanet Authentication provider, More Info...
-Diagnestics
(5] Description: Pravider that performs LDAP authentication A short description of this iPlanet Authentication provider. Mare Info.
5 version: 1.0 The version number of this iPlanet Authentication provider. More Info...
5] Control Flag: SUFFICIENT Spedifies how this Planet Authentication provider fits into the login sequence.  More
How do I... = Info
» Configure authentication and identity Save

assertion providers

* Set the JAAS control flag

« Configure the Password Vaidation provider

® Manage security providers

System Status B

¢ Now under Provider Specific tab set the details of LDAP where the server should point. Refer to the
following table for more information:

Property Value

Host This is the LDAP Server (OUD) Hostname

Port This is the LDAP Server (OUD) Port. E.g. 1389

Principal This is the Administrator Account name. E.g.
cn=orcladmin

Credential This is the Administrator Account password.

Confirm Credential Confirm the Administrator Account password.

UserBase DN This is the OUD user search base

For e.g.: cn=Users, dc=in,dc=oracle,dc=com

GroupBase DN This is the OUD group search base
For e.g.: cn=Groups, dc=in,dc=oracle,dc=com
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AuthenticatorBook - 0BDX172.. X | 4 -

€ mum00agk:7001/c B wh ¥ & 4 =-H- & B =
B Table %) Form [ Image [&] Structure @@ Link @@ Color Contrast .13 Linearise
s Configuration | Performance ~
o Activate Changes
- Common | Provider Specific
Undo Al changes
Save
Domain Structure
Dx172 Use this page to define the provider specific configuration for this iPlanet Authentication provider.
-Domain Partitions
B} -Environment
~Deployments Connection
Servees Host: The host 1P address of the LDAP More Info
. o hum00aon. in.oradle.com he host name or TP address of the LDAP server,  More Info...
Hnteroperabilty
“Diagnostics Port: 1389 The port number on which the LDAP server i listening.  More Info.
Principak cn=ardladmin The Distinguished Name (DN) of the LDAP user that WebLogic Server should use to
connect to the LDAP server.  More Inf
Credentiak The credential (usualy a password) used to connect to the LDAP server.  More
Howdo L.. =] Info...
» Configure authentication and identty N
v Confirm Credentiak
assertion providers bbbl
* Manage security providers
[] SSLEnabled Spedifies whether the SSL protocal shauid be used when connecting to the LDAP
e = server, More Info...
Health of Running Servers as of 1:16PM users
I Failed (0) User Base DH: Jo=in, de=aracle,dc=com The base distinguished name (DN) of the tree in the LDAP directory that contains
users. More Info...
[ critical (0)
Overloaded () 5| All Users Filter: If the attribute (User object dass) is not spedfied (that s, if the attribute is null or
[ Warning (0) empty), 2 default search flter s created based on the user schema, - More Info...
I o)
5] user From Name Filter: (8(uid=%u)(objectclass: 1f the attribute (user name an3 ibute and user object dass) is not specified (that s,
if the attribute i null or empty), @ defauit search fiter is created based on the user

AuthenticatorBook - OBDX172... X -+ - X
€ mum00agk:7001 d EI C wBa &+ A& 4« -H- 8 B =
able orm Image structure. inl olor Contrast L3 Linearise tions.
Tabl Fe Image St Link Celor C A3 L Op Off
DG SEarGT O USer S MorE T .
lﬁ User Name Attribute: uid The attribute of an LDAP user object that spedifies the name of the user. Mare
Info...
(#F] User Object Class: person The LDAP object dass that stores users.  More Info.
Use Retrieved User Name as Principal Spedifies whether or not the user name retrieved from the LDAP server should be
ed 1] ifies wheth t d from t hould b

used as the Prindpal in the Subject. More In

Groups

Group Base DIt Je=in, de=oracle,de=com The base distinguished name (DN) of the tree in the LDAP directory that contains
groups. More Inf....

4F All Groups Filter: An LDAP search fiter for finding all groups beneath the base aroup distinguished
name (DN). If the attribute is not specified (that i, if the attribute is null or empty),
a defavit search filter is created based on the Group schema.  More Info.

&5 Group From Name Filter: (|(&(cn=26g)(objectclast An LDAP search fiter for finding a group given the name of the group, If the
attrbute is not specified (that s, if the atmibute is nul or empty), 3 default search
fiter s created based on the group schema.  More Info.

Group Search Scope: subtree |« Spedfies how deep in the LDAP directory tree to search for groups.

subtree andonelevel. More Info....

Group Membership Searching:

unlimited [~ Specifies whether group searches into nested groups are uniimited, limited or off.
Vald values are unlimited imited and off,  More Info. ..

Max Group Membership Search Level: o Speifies how many levels of group membership can be searched. This setting is
vaiid only if GroupMembershipSearching is set tolmited. Vald values are 0 and
positive integers. For example, 0 indicates only direct group memberships wil be
found, and a positive number indicates the number of levels to search.  More Info.

[ 1gnore Duplicate Hembership Determines whether dupicate members are ignored when adding groups, The
attrbute cydes in the Group membership.  More Info...

Static Groups

e Click on Save to update the changes.

* Navigate Back to Security Realms > myrealm > Providers

Installation Guide 84



[ settings for myreaim

<«

tal?_nfpl

ORACLE webLogic Server Administration Console 12¢

& Home Log Out Preferences

Change Center

Record Help

View changes and restarts

Pending chanqes exist. They must be activated Settings for myrealm
to take
Cenfiguration

Users and Groups | Roles and Policies

 Activale Ghanges

Undo All Changes Authentication | Password Validation | Authorization

Domain Structure
BDX_INS_TEST1
~Domain Partitions

| Customize this table

Authentication Providers

Home >Summary of Enviranment >Summary of Servers >Summary of Se:

Credential Mappings

Adiudication

TabPage

Q

curity Realms »myrealm >Providers >OUDAuthenticator > Providers

Providers | Migration

Role Mapping | Auditing | Credential Mapping | Certification Path

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

Configuration for OUD/OAM

Welcome, weblogic ‘ Connected to: OBDX_INS_TEST1

Hew | [Delele | || Reorder showing 1to 4 of 4 Previous | Mext
-Diagnostics
Name Description Version
0BDXIW OBDX JWT Identity Asserter Provider 10
Defaultauthenticator WebLogic Authentication Provider 10
DefaulldentityAsserter WebLogic [dentity Assertion provider 10
How do L. = OUDAuthenticator Provider that performs LDAP authentication 10
« Configure authentication and identity New| [Deieie| | | Rearder

assertion providers

« Configure the Passwiord Validation provider

« Manage security providers

Showing 1 to 4 of 4 Previous | Next

- Setthe JAAS control flag
= Re-order authenticati

ion providers

System Status 2

Health of Running Servers as of 10:03 AM

38 PM

° Now, click on New and enter the below details and click Save.

Name : OAMIdentityAsserter
Type : OAMIdentityAsserter

Create a New Authentication .

B

= T dx

1z

€ mumO00agk:7'

001/consolefcc

[ Table I3 Form [& Image

onsole;p

Structure @2 Link [l Color Contrast

! Linearise (i3] Options @ Off

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pendng changes exist. They must be activated

t,
o Activate Changes

Undo All Changes

Domain Structure
Y172
-Domain Partitions
nvironment.
~Deployments
-Services
--Security Realms
-Interoperability
iagnostics

How do L... B

« Manage security providers

« Configure authentication and identity
assertion providers

System Status B

Health of Running Servers as of 1:23PM

| Failed (0)

& Home Log Out Preferences

Record Help |

Herme »Pr:
Create a New Authentication Provider
ok | || cancel

Create a new Authentication Provider

The following properties il be used to identify your new Authentication Frovider,

= Indicates required fields

The name of the authentication provider.

“Names OAMIdentityAsserter

Thisis the bype of authentication provider you wish to areate
Type:

OAMIdentityAsserter

k3| || cancel

eateAtn < Search

wBE A d @

Q Welcome, weblogic ‘ Connected to: OBDX172
~OUDAuthentic:

im > Providers
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. Click on OK Button.

[3 Settings for myrealm x (=] - x
<« C | ® mum00chq:2001 TabPage Y @
ORACLE WebLogic Server Admmseaon v 26 -1
Change Center @ Home Log Out Preferences (2] Record Help Welcome, w&hlnglc‘ Connected to: OBDX_INS_TEST1
e e Home »Summary of Environment »Summary of Servers »Summary of Security Reals aim > Providars >OUDALhenticator = Providers >OUDAuthenticator »Providers

Messages
pending changes et They mustbe actated
to take effe & Reorder operation cancelled - the Authentication Providers have not been reordered.

Activate Changes
— 4 Settings for myrealm
Undo All Changes

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Domain Structure

Authentication | Password Validstion | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certfication Path

An Authentication provider allows WebLagic Server to establish trust by validating a user. You must have one Authentication urnwder in a security realm, and you can configure multiple Authentication providers in

~Deployments a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers o
“Services
~Security Realms
Interoperability b Customize this table
~Diagnostics
agnestc Authentication Providers
New| [Deletz | || Reorder Showing 1 to 5 of 5. Previous | Next
Name Description Version
OBDX JWT Identity Asserter Provider 10
HowdoL.. g Defaulthuthenticator WebLogic Authentication Provider 10
« Configure authentication and ident Defaultldentitysserter WebLogic Identity Assertion provider 10
assertion providers
OUDAuthenticator Provider that performs LDAP authentication 10
» Configure the Password Validation provider
+ Manage securty providers OAMIdentityhsserter Gracle Access Manager Identity Asserter 10

« Set the JAAS control flag

New | |Delele | || Reorder

Showing 1to 5 of 5 Previous | Next
« Re-order authentication providers

System Status =]

Health of Running Servers as of 10:14 AM

. Click on Reorder Button.

[ Reorder Authentication = X

(=] - X
< C | ® mum0ochq console/console.portal?SecurityProv ImauthenticatorT:
ORACLE WebLogic Server Administration Censole 12¢
Change Center @ Home Log Out Preferences [ Record Help Welcome, weblogt ‘Cnnnected to: OBDX_INS_TEST1
View changes and restarts Home >Summary of Environment >Summary of Servers >Summary of Security Realms >myrealm >Providers >OUDAuthenticator >Providers >OUDAuthenticator >Providers
Pendlr\ﬂ zhanges exist. They must be activated Reorder Authentication Providers

to take
|« Adlvalc Changes | oK | LGancel|

Undo All Changes

Reorder Authentication Providers

Yeu can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Domain Structure

BDX_INS_TESTL Select authenticator(s) in the list and use arrowrs to move them up and don in the list
-Domain Partitions

] Authentication Providers:

Available:
OUDAuthenticator
OAMIdentityAsserter
1-Interoperability OBDXIWT A
" Diagnostics DefaultAuthenticator =
DefaultIdentityasserter 4
<
Howdo ... @] oK/ |Lcancel|

o Re-order authenti

tion providers
» Set the JAAS control flag

System Status =]

Health of Running Servers as of 10:15 AM

I Faled(@
I citical (0)
[ Overloaded (0)
[ waming(0)

53 PM

/12/2018 -
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e Reorder the providers so that LDAP Provider (OUDAuthenticator) gets highest priority followed by
OAMIdentityAsserter, OBDXJWT, DefaultAuthenticator, DefaultldentityAsserter.

[3 Reorder Authentication © X

& - C | ® mumoocng

ORACLE" webLogic Server Adminisiration Console 12¢

Change Center
View changes and restarts

Pending (hanges exist. They must be activated
to take effect.

¢ Activate Changes

Unda All Changes

Domain Structure

BDX_INS_TEST1
~Domain Partitions

+-Security Realms
nteroperability
~Diagn

Howdo I.. =]

« Re-order authentication providers
« Set the JAAS control flag

System Status [E]
Health of Running Servers as of 10:15 AM
Failed (0)
Citical (0)
Overloaded (0)

Warning (0)

@ Home Log Out Preferences [&] Record Help

Home >Summary of Enviranment >Summary of Servers »Summary of Security Real

>myrealm > roviders >OUDAUthenticator >Providers >OUDAuthenticator >Providers:

Reorder Authentication Providers

[ [Cancel

Reorder Authentication Providers
You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
select authenticator(s) in the list and use arrows to move them up and down in the list.

(5] Authentication Providers:

Available:
OUDAuthenticator
OAMIdentityAsserter
0BDYIWT
DefaultAuthenticator
DefaultidentityAsserter

[

2

M4

oK | || Cancel

Welcome, weblvglc‘ Connected to: OBDX_INS_TESTL

° Click on OK Button.

[ Settings for myrealm - C X

<« C | ® mum00chg

ORACLE' webLogic Server Adminisiration Console 12¢

Change Center
View changes and restarts

Pending changes exist, They must be activated
to take effect.

4 Activate Changes

Undo All Changes

Domain Structure

BDX_INS_TEST1
~Domain Partitions

~-Deployments
enices
ecurity Realms
nteroperability
~Diagnostics

Howdo .. =]

« Configure authenticatien and identity
assertion providers

« Configure the Password Validation provider

« Manage security providers

« Set the JAAS control flag

« Re-order authentication providers

ealmauthen

@ Home Log Out Preferences [ad] Record Help Q

Home > Summary of Environment >Summary of Servers >Summary of Security Real alm »Pravicers >OUDAUthenticatar »Providers >OUDAuthenticator = Providers

Settings for myrealm

Configuration | Users and Groups || Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Autherization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

An Authentication provider allows WebLogic Server to establish trust by validating 2 user. You must have one Authentication provider in a security realm, and you can
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

B Customize this table

Authentication Providers

configure multiple Authentication providers in

43 PM
1/12/2018 v

Welcome, wehlnl]lc‘ Connected to: OBDX_INS_TEST1

New | [Delete | || Reorder Showing 1to 5 of 5 Previous | Next
Name Description Version
OuDAuthenticator Provider that performs LDAP authentication 10
OAMIdentityAsserter Oracle Access Manager Identity Asserter 1.0
0BDXIW OBDX JWT 1dentity Asserter Provider 10
DefaultAuthenticator ‘WebLogic Authentication Provider 1.0
DefaultidentityAsserter ‘WebLogic [dentity Assertion provider 10

New | |Delete | || Reorder

Shawing 1t 5 of 5 Previous | Next

System Status =]

Health of Running Servers as of 1
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http://mum00blf.in.oracle.com:7001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration&_pageLabel=DispatcherPage&DispatcherPortletinterfaceClassName=weblogic.security.providers.authentication.DefaultIdentityAsserterMBean&DispatcherPortlethandle=com.bea.console.handles.SecurityMBeanHandle%2528%2522Security%253AName%253DmyrealmDefaultIdentityAsserter%253Bweblogic.security.providers.authentication.DefaultIdentityAsserterMBean%2522%2529&DispatcherPortletproviderType=AuthenticationProvider

Configuration for OUD/OAM

e  Setthe OAuth URL for OBDXJWT

Settings for OBDXJWT

Configuration
Common | Prowvider Specific
Save

This page allows you to configure additional attributes for this security provider.

OAuth URL: http://mum00acn.in.oracle.cc

SSLEnabled

Save

Sample OAuth URL: http://<hostname>:<port>/oauth2/rest/token/info (hostname and port should be
replaced with OAM Server setup).

e  Click on Activate Changes to apply the changes.

[ Settings for myrealm - C X

& G [® mumoochq

almauthenticatorTabPage
ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [ Record Help

Welcome, weblogic

‘ Connected to: OBDX_INS_TEST1

T Home >Summary of Enviranment >Summary of Servers >Summary of Security Realms >myreaim »Providers >OUDAuthenticator >Providers >OUDAUthenticator >Providers
Pending hanges exit. They must b actated Settings for myrealm
to take effect.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
& _Activate Changes
e Authentication | Password Validation | Athorization | Adjucication | Role Mapping | Auditing | Credential Mapping | Certification Path
Domain Structure
i Authentication arouder allos WebLogic Server o esablh trust by validating »user. ou must have e Authenicaton provider 5 ecurty res, and you can configure mtle Authencaton proviers i
BOX_INS_TEST1 a security realm, Different types of Authentication providers are designed to access different data stores, such a5 LDAP servers o
-Domain Partitions
-Environment
-~ Deployments | Customize this table
~Senvices
Authentication Providers
-~ Security Realms
B Interoperability New| [Delele| || Reorder showing 1to 5 of $ Previous | Mext
-Diagnestics i [
Name Description Version
QUDAuthenticator Provider that performs LDAP authentication 10
OAMIdentiyAsserter Oracle Access Manager [dentity Asserter 10
OBDXOWT OBDY JWT Identity Asserter Provider 10
How do L. =) Defaulthuthenticator WebLogic Authentication Provider 10
« Configure authentication and identity DefaulldentinyAsserter WwebLogic Identity Assertion provider 10
assertion providers
Configure the Password Validation provider lbiew, [Delete] | LReguter, shewing 105 of 5 Previous | Next
Manage security providers

« Setthe JAAS control flag

Re-order authentication providers

System Status 8

Health of Running Servers as of 10:15 AM

e Now go to the <DOMAIN_PATH>/<DOMAIN_NAME>/config/fmwconfig/
e  Open jps-config.xml

Replace the line: <servicelnstanceRef ref="idstore.custom"/>

With <servicelnstanceRef ref="idstore.ldap"/>
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¢  Now Shutdown the Admin server.
e Now, again start the Admin Server using the command,
<DOMAIN_PATH>/<DOMAIN_NAME>/bin/startWeblogic.sh

»  Run the following script into OBDX Schema:

update DIGX_FW_CONFIG_ALL B set prop_value =
'ipm1.0,0RACLEBI12.2.1.2,GENERIC1.0,0AM122130,0UD1.0' where prop_id
= 'extxfaceadapterconfig';

Installation Guide
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commit;

e Restart Managed Server

Verification

Configuration for OUD/OAM

Post Admin and Managed Servers restart, login into Admin Console and browse to Security Realms >

myrealm > Users and Groups.

Under Users tab additional LDAP users would be populated and additional LDAP groups can be seen

under Groups tab.

[ Settings for myrealm

A

x

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

Record Help Q

View changes and restarts Hame Summary of Securty Realms =myrealm >Providers >Users and Groups

Glick the Lock & £t button to modify, add or

Settings for myrealm
delete items in this domain.

e — Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
ac}

Release Configuration ] | SOPS

Domain Structure

BDX_INS_TEST
-Domain Partitions

This page displays information about each user that has been configured in this security realm.

Ervironment viewing or managing its users through the WebLogic console.
- Deployments o
Services | Customize this table

~-Security Realms
“Interoperabiity

Users (Filtered - More Columns Exist)

C | ® mumDObzt9001 /console/console.portal?_nfpb=trued!_pagelabel=RealmUserManagementTabPage&handle=com bea.console handles.SecurityMBeanHandle%28" Security%3AName%3Dr ¥ | @

Some results are not displayed because there are too many matches. Please customize this table to specify more specific criteria. Note: The authentication provider named DAMIdentityAsserter does not support

Welcome, weblog c‘ Connected to: OBDX_INS_TEST

- Diagnostics | New | [Delele Showing 1 to 10 of 1000 Previous | Next
Name & Description Provider
000800 )
000801 oun
1207paydayl@o.com oun

How do L... 8 1207payday2@o.com oup

« Manage users and groups 1207payday3@o.com oun

o Create users 1207savings1@o.com oup

« Modify users 12jun.di@ora.com aun

» Delete users 12jun.d2@ora.com oup
12jun.d3@ora.com oun

System Status 2] g o

Health of Running Servers as of 3:34 PM | (Do

Failed (0)
Critical (0)

Showing 1to 10 of 1000 Previous | Next

[} Settings for myrealm - C X

&«

C | ® mum00bzt:9001 /console/console portal?_nfpb=trues:_pageLabel=RealmUserManageme

ORACLE WebLogic Server Administration Consele 12¢

Change Center @ Home Log Out Preferences

Record Help Q

T D Hame > Summary of Security Resims »myresim »Providers >Users and Groups

dlick the Lock & Edit button to modify, add or

Settings for myrealm
delete items in this domain.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

Release Configuration Users | Groups

Domain Structure

BDX_INS_TEST
~Domain Partitions

}-Environment

This page displays information about each group that has been configured in this security realm.

Note: The authentication provider named OAMIdentityAsserter does not support viewing or managing its groups through the WebLogic cansole.

tGroupTabPage&handle=com.bea.console.handles.SecurityMBeanHandle?28" Security?

- x

AName ¥y | O &

Welcome, lvehlugic‘ Connected to: OBDX_INS_TEST

--Deployments. P Customize this table
“Services
~Security Realms Groups
- Interoperability New | | Delete Showing 1 to 10 of 22 Previous | Next
~Diagnostics =
Name & Description Provider
AdminChannelUsers ‘AdminChannelUsers can access the admin channel. DefaultAuthenticater
AdminChecker ouo
oun
How do L. a Administrators T
Administrators

Administrators can view and modify all resource attributes and start and stop servers.
* Manage users and groups

Defaultauthenticator
« Create groups i ek oup
- Mody groups AppTesters AppTesters group. Defaultauthenticator
« Delete groups Authadmin ouo

Checker oup
System Status =] CorporateAdminChecker ouD
Health of Running Servers as of 3:55 P New | [Deiete

[ Fald(0)
Critical (0)

Showing 1 to 10 of 22 Previous | Next
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Multi Entity

11. Multi Entity

To add entity to existing OBDX with supported host system follow below steps.

» Add entity through OBDX Web application, using

e User Manual Oracle Banking Digital Experience System Configuration User Manual
» In case of OBTFPM integration, following document should be referred.
» Oracle Banking Mid-Office Product Setup and Configuration Guide Running OBDX installer
Ensure that Managed server should be down and Admin server should be running state.

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH
variable before proceeding.

Login with OS user which was used to perform OBDX software installation (or has ownership on
Oracle Weblogic home directory)

Ensure OBDX installation details (OBDX DB; WLS etc) are maintained in installer.properties and user
running the installer has read-write permissions.

¢  From your terminal navigate to <OBDX INSTALLER DIR>

e  Enter the following command

python runinstaller.py

Select installation type as ‘New Entity Creation’

@ @obdxwls:/scratch/obedx/OBDX _Installer X

Installer v19.1.0.0.0|
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Below screen will appear after selecting add entity

@ @obdiwls:/scratch/obdi/OBDX Installer X

Oracle Banking Digital Experience
Installer v19.1.0.0.0|

Enter below information:

e  Entity code which has been added from screen

e  OBDX schema password

If an entity code belongs to UBS / OBPM host following screen (below screenshot are for OBPM ; for
UBS same input are required) will appear:
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@ @obdxwls:/scratch/obdx/OBDX_|nstaller x

Oracle Banking Digital Ex
Installer v19.1.

Oracle Banking Digital Ex

PM143 D

mumaa012.in.oracle.co

PM14
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Enter below details:

° Hostname of the database host server
° Port of the database host server
. Host database Service Name

e  Oracle directory name in which you want the database datafile (dbf) to be created. Enter only the
name NOT the path.

e Username with 'sys' privileges
e  SYS privilege user password where UBS schema would be created

e  Weblogic console administrator user password

2 @obdwwlsi/scratch/obdx/OBDX Installer X

Oracle Banking Digital Experience
Installer v19.1

Enter below details:

e EXISTING Host schema name

e  Password for EXISTING schema

e  Complete EHMS (Hostlnterface) schema name you want installer to create as new schema
e Password for New schema

e  Country Code of entity branch
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Installation Status in case of UBS / OBPM

After entering all required detalils, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

When the installation completes, the below message is displayed
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Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for UBS additional entity (sub-section : Oracle FLEXCUBE Universal Banking (OBDX with UBS)).

If an entity code belongs to Third-party host following screen will appear:

@ @obdxwls:/scratch/obdx/OBDX Installer

96

Installation Guide



Multi Entity

No additional steps/ configuration are required.
If an entity code belongs to Oracle FLEXCUBE Core Banking host following screen will appear:

@ @obdxwls:/scratch/obdx/OBDX Installer

Oracle Banking Digital Experience
Installer v18.1.0.0.0

@ @obdwls/scratch/obd/OBDX Installer

Oracle Banking Digital Experience

Enter below details:
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. Hostname of the FCORE database host server
. Port of the FCORE database host server
. FCORE Host database Service Name

e Oracle directory name in which you want the database datafile (dbf) to be created. Enter only the
name NOT the path.

e Username with 'sys' privileges
e  SYS privilege user password where FCORE schema would be created

¢  Weblogic console administrator user password

@ @obdxwls:/scratch/obdx/OBDX_Installer X

Oracle Banking Digital Experience
Installer v18.1.0.0.0
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@ @obdxwls:/scratch/obdx/OBDX _Installer - X

Oracle Banking Digital Experience

Enter below details:

EXISTING FCORE HOST schema name
EXISTING FCORE FCUBS schema name
Complete EHMS (HostInterface) schema name you want installer to create as new schema

Password for New EHMS schema

Installation status for FCORE Add entity

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.
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P @obdwls:/scratch/obdi/OBDK_Installer X

No additional steps/ configuration are required.
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Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for OBPM additional entity (sub-section: Oracle FLEXCUBE Universal Banking with Oracle Banking
Payments (OBDX with OBPM)).
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Multi-entity installation using Silent Mode

This chapter describes how to run the OBDX installer for add entity in silent mode.

Ensure that Managed server should be down and Admin server should be running.

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH variable

before proceeding.

Login with OS user which was used to perform OBDX software installation (or has ownership on Oracle

Weblogic home directory)

Steps for Silent-Mode Installation

. Set the environment variables, as shown below.

T
T
T
T
T
T
T
t
t
t
t
t
t
t

silent ——addEntity

Below parameters should be set in environment variables

Parameter Description Example
Entity_Code Entity code | export Entity_ Code=OBDX_BU7
which has
been
entered
Environmen from screen
t variables SCHEMA_PASS Password export
to set for for existing SCHEMA_PASS=devops#o0bdx182
flavor: OBDX
schema
FCORE ENTITY_EHMS_DATABAS | Hostname export
E_HOSTNAME of the ENTITY_EHMS_DATABASE_HOSTNA
UBS EHMS ME=mumaa012.in.oracle.com
(14.3.0.0.0 HOST
and.14.2.0.0. database
O release) host server
OBPM ENTITY_EHMS DATABAS | Portof the | export
(14.3.0.0.0 | E_PORT EHMS ENTITY_EHMS_DATABASE_PORT=1
and.14.2.0.0. HOST 521
O release) database
host server
ENTITY_EHMS_DATABAS | EHMS Host | export
E_SID database ENTITY_EHMS _DATABASE_SID=obd
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Service xdb.in.oracle.com
Name
ENTITY_EHMS _DBA _DIR | 4 o export
ECTORY_NAME Directory | ENTITY_EHMS_DBA_DIRECTORY_N
name in | AME=TBS_DIR
which  you
want the
EHMS
(HostInterfa
ce) schema
datafile
(dbf).
Enter only
the name
and NOT
the path
ENTITY_EHMS_DATABAS | Username export
E_SYS USER with 'sys' ENTITY_EHMS_DATABASE_SYS_US
privileges ER=sys
ENTITY_EHMS_DATABAS | Password export
E_SYS_PASS for EHMS ENTITY_EHMS_DATABASE_SYS_ PA
Sys user SS=devops@sys
ENTITY_EHMS_SCHEMA_ | Complete export
NAME EHMS ENTITY_EHMS_SCHEMA_NAME=0B
(HostInterfa | DXEHMS
ce) schema
name you
want
installer to
create as
new
schema.
ENTITY_EHMS_SCHEMA_ | Password export
PASS for new ENTITY_EHMS_SCHEMA_PASS=dev
EHMS ops#ehms
schema on
EHMS
HOST
database
ENTITY_EHMS_HOST_SC | EXISTING export
HEMA_NAME EHMS Host | ENTITY_EHMS_HOST_SCHEMA_NA
schema ME=EHMSHOST
name
ENTITY_EHMS_HOST_SC | Password of | export
HEMA_NAME_PASS existing ENTITY_EHMS HOST_SCHEMA_NA
HOST ME_PASS=ehmshst
**This parameter is only EHMS
required for UBS & OBPM | schema
Host (Existing)
WLS_DOMAIN_PASS Password export
for Weblogic | WLS_DOMAIN_PASS=weblogic182
admin
console
ENTITY_EHMS_CCY Country export ENTITY_EHMS_CCY=GB
Code for
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**This parameter is only new or
required for UBS & OBPM | additional
Host entity home
branch
ENTITY_EHMS_FCORE_F | FCORE- export
CUBS_SCHEMA_NAME FCUBS ENTITY_EHMS_FCORE_FCUBS_SCH
HOST EMA_NAME=FCRUBSHOST
**This parameter is only schema
required for FCORE name
Entity_Code Entity code | export Entity_ Code=OBDX_BU1
Environmen which has
t variables been
to set for entered
flavor: from screen
SCHEMA_PASS Password export SCHEMA_PASS=welcomel
OBDX for existing
(Third-party OBDX
HOST) schema

¢ Run the runinstaller.py file with ‘--silent” argument along with ‘--addEntity’
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Installation Status in case of Oracle FLEXCUBE Core Banking, Oracle FLEXCUBE Universal
Banking, Oracle FLEXCUBE Universal Banking with Oracle Banking Payments

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for

» UBS additional entity (sub-section : Oracle FLEXCUBE Universal Banking Solution (OBDX with
UBS))

» OBPM additional entity (sub-section: Oracle FLEXCUBE Universal Banking with Oracle Banking
Payments (OBDX with OBPM))
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Installation Status in case of other hosts as Add Entity

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

» THP(third party as entity)

Home
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13. OBDX Product Security

Refer below document for OBDX product security configuration

Oracle Banking Digital Experience Security Guide

Home
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14. OBDX Product — Best Practice

14.1 Tablespace for AUDIT INDEX

The index’s used by AUDIT table should be moved into new tablespace from current AUDIT tablespace.

Follow below steps

» Create a new tablespace

» Give quota to OBDX schema

alter user <OBDX_SCHEMA> quota unlimited on <OBDX_AUDIT_INDEX_ TABLESPACE>;

» Drop and create below index by mapping the newly created tablespace

Installation Guide

OBDX_Installen\installables\db\OBDX\dd\oracle\audit\
IDX_DIGX_AL_API_AUDIT_LOGGING.sql

OBDX_Installen\installables\db\OBDX\dd\oracle\audit\
IDX_DIGX_AL_API_AUDIT_LOG_HIST.sql

OBDX_Installer\installables\db\OBDX\ddN\oracle\audit\IDX_DIGX_AL_AUDIT_LOGGING.sq|l

OBDX_Installeninstallables\db\OBDX\dd\oracle\audit\ IDX_DIGX_AL_AUDIT_LOGGING_1.sql
OBDX_Installen\installables\db\OBDX\dd\oracle\audit\ IDX_DIGX_AL_AUDIT_LOGGING_2.sql
OBDX_Installer\installables\db\OBDX\dd\oracle\audit\ IDX_DIGX_AL_AUDIT_LOGGING_3.sql
OBDX_Installer\installables\db\OBDX\dd\oracle\audit\ IDX_DIGX_AL_AUDIT_LOGGING_4.sql
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15. JPA and OBDX multi-cluster

In a multi-cluster environment, below JPA related changes should be implemented

» Go to Weblogic server
» Open config\META-INF\persistence.xml
» Append below configuration for all data-source

<property name="eclipselink.cache.coordination.jms.host" value="t3://<WEBLOGIC-HOST-
NAME OR IP>:<MANAGED-SERVER-PORT>/" />

Replace with respective hostname or IP and Port no (this should be the managed server port
number which hosts the JPA queues in the cluster)

Key pointers;

> Multi-cluster here refer’s to :
e Single cluster with multiple nodes (2 or more physical servers hosting the OBDX product)
e 2 or more Weblogic cluster’s

» Ensure these (persistence.xml) changes are available to all Managed server by maintaining
appropriate classpath
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16. Troubleshoot Overview

This section describes how to troubleshoot OBDX setup.

Invalid database password

This topic contains troubleshooting information if you receive an error when attempting to connect to the
database server.

If you get the following error:

Oracle Banking Digital Experience

Try one of the following:
o  Verify that the database is running.
e  Check Network connectivity between Weblogic Server and Database server.
¢  Check the database configuration in installer.properties file

o  Verify that the entered password is correct.

cx_oracle module

This topic contains troubleshooting information about problems with cx_Oracle python module.

If you get the following error:
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Execute the below command:
export LD_LIBRARY_PATH=/usr/lib/oracle/12.2/client64/lib:3LD_LIBRARY_PATH

python
import cx_Orace

cx_Oracle.__version__

Failed Database Scripts

This topic contains troubleshooting information in case of database script failures.

If you get the following error in DB_installation.log:

D Jscratch/obdxdevops/OBDX Installer/Execinstances/13Jul1338/logs/db/DB_installation.log - ebdxdevops@mumilaqk - Editor - WinSCP - x

@l fDdl{ x @ 9 ﬁgﬁt g Encoding ~ Color'{:ﬂ:} 0

Sy S e mm e mmmm ey mermmmrim mmm ey o T R T e

2017-@7-13 13:43:32,302 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/entity_objects/TYPE/TY_ACTB_VD_BAL_INPUT.sql successful "
2017-87-13 13:43:32,322 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/entity_objects/TYPE/TY_ACTB_VD BAL_RETURN.sql successful

2017-07-13 13:43:32,325 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/entity_objects/SYN/FCC_ACVWS_ALL_AC_ENTRIES.syn successful
2017-87-13 13:43:32,332 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/entity_objects/SYN/fcc_cltbs_liq_settlements.syn successful
2017-67-13 13:43:32,393 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/entity_objects/SPC/DIGX_CLOSING_BAL_HIST.spc successful

2017-87-13 13:43:35,287 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/entity_objects/SP/DIGX_CLOSING_BAL_HIST.sp successful

2017-87-13 13:43:42,883 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/entity_objects/]0B/FCDB_COMPILE_SCHEMA.sql successful

2017-07-13 13:43:42,898 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/entity_objects/VW/fcat_vw_account_movementsl.vw successful
2017-87-13 13:43:42,898 DEBUG total scripts=652

2017-07-13 13:43:42,898 DEBUG scripts successfully executed=644

2017-87-13 13:43:42,911 DEBUG Running execute-seeds.sql

2017-87-13 13:43:42,911 DEBUG Executing /scratch/jenkins/0BDX_Installer/ExecInstances/13Jull338/db/UBS/execute-seeds.sql

2017-07-13 13:44:02,450 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/APPLDATA. sql successful

2017-87-13 13:44:15,511 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/APPLICATIONMESSAGE. sql successful

2017-@7-13 13:44:15,521 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTAPPSEQUENCE.sql successful

2017-87-13 13:44:15,616 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTENTITYNETWORKCODES.sql successful

2017-@7-13 13:44:17,379 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTHOSTAPPDATAMAP. sql successful

2017-87-13 13:44:19,485 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTHOSTINTERFACE.sql successful

2017-67-13 13:44:21,468 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTPRODUCTMAP.sql successful

2017-@7-13 13:44:27,224 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jull338/db/UBS/seed/MSTPROPERTIES.sql successful

2017-87-13 13:44:28,770 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTQUERY.sql successful

2017-@7-13 13:45:39,980 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTUIDOWNLOADPARAMS.sql successful

2017-87-13 13:45:48,174 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/SW_NATL_DIR.sql successful

2017-87-13 13:45:41,051 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13]ul1338/db/UBS/seed/MSTFORMATS. sql successful

PLVEC IR S W 3l o 9 G s cratch/ jenkins /0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/mstdevice.sql successful
2017-67-13 13:45:41,747 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTENTITYUSERTYPELANG.sql successful
2017-07-13 13:45:41,796 ERROR Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/mstlang.sql failed
2017-07-13 13:45:41,796 DEBUG total scripts=15
2017-07-13 13:45:41,797 DEBUG scripts successfully executed=14
2017-87-13 13:45:42,137 DEBUG Connected to mum@@apd.in.oracle.com on port 1522
2017-87-13 13:45:49,609 DEBUG SUCCESSFULLY installed UBS database

2017-87-13 13:45:49,612 DEBUG Creating ABOUT table

2017-87-13 13:45:49,643 DEBUG Connected to obdxdb.in.oracle.com on port 1521
2017-@7-13 13:45:49,651 DEBUG Executed DIGK_FW_ABOUT_UBS.sql successful

< H
Line: 2087/2002 Column: 513 Encoding: 1252 (ANSI - La
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Check the detailed log of the failed SQL file at <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM> /logs/db folder.

Failure of Policy Seeding

This topic contains troubleshooting information if policy seeding fails during installation.

If you get the following error:

Try one of the following:

Check if Entitlement.log is created on following path <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Entitlement
policy seeding.

Check if Task.log is created on following path <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Task policy
seeding.

Check if Dashboard_seed.log is created on following path <OBDX INSTALLER
DIR>/ExeclInstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Dashboard
policy seeding.

e  Check the seedPolicies.log in <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ directory if itcontains any runtime errors
generated during execution of the policies Seeding in OBDX schema

Fix the problem by following below steps:

» Login to OBDX installer server
» Browse to <OBDX INSTALLER DIR>\ installables\policies

» Edit Entitlement_log4j.properties , Task logdj.properties & Dashboard_seed log4j.properties
Replace <logs_path> with directory where policy seeding logs will be generated
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eg

# default file output is in user's home directory.
erarariivivggivgrritehiomiorrpareerr{inJovaiiarieg
java.util.logging.FileHandler.pattern = <logs_path>/Task.log
java.util.logging.FileHandler.limit = 52888
java.util.logging.FileHandler.count = 1
#java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter
java.util.logging.FileHandler.formatter = java.util.logging.SimpleFormatter
java.util.logging.SimpleFormatter.format= [¥1%tc] ¥4%s: %2%s - %5%s %6$skn

# Limit the message that are printed on the console to INFO and above.
java.util.logging.ConsoleHandler.level = OFF
java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

g L4 SN Y SN Y SN GU SN G0 SN GU S S0 SE £0 8 0 4 4 SN Sy SN G0 SN £U S 00 EE £Y 8 0 4 Y CF SY SN G0 6N 60 SN S EE £U R U 4 SY OF SY SN G0 SN fr e rer gy er o
H R R R

# default file output is in uwser’'s home directory.
#java.util.logging.FileHandler.pattern = %h/java%u.log
java.util.logging.FileHandler.pattern = fscratch/Task.log
java.util.logging.FileHandler.limit = 58888

Java.UTil.Togging. r1leranaler.colnt = 1
#java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter
java.util.logging.FileHandler.formatter = java.util.logging.SimpleFormatter
java.util.logging.SimpleFormatter. format= [¥1$tc] %4%s: #2%s - %5%s %6%s¥n

» Run below command manually if “SEVERE” error logs are found in Task.log

java -jar -Djava.util.logging.config.file="<logs.properties>" com.ofss.digx.utils.feed.data.task.jar "Task.csv"
"oracle.jdbc.OracleDriver,<OBDX Schema name>,<OBDX Schema password>,jdbc:oracle:thin:@<OBDX
DB hostname or IP>:<OBDX DB listener port>/<OBDX Service Name>"

fore.g.:

java -jar -Djava.util.logging.config.file="Task_log4j.properties’ com.ofss.digx.utils.feed.data.task.jar
‘Task.csv’
"oracle.jdbc.OracleDriver,OBDX_THP181,Welcome#1,jdbc:oracle:thin:@10.44.169.255:1521/0BDX"

» Run below command manually if “SEVERE” error logs are found in Entitlement.log

java -jar -Djava.util.logging.config.file="<logs.properties>" com.ofss.digx.utils.entitlement.feed.data.jar
‘Resources.csv,Entitlement.csv,DayOPolicy.csv’ 'KERNEL' "oracle.jdbc.OracleDriver,<OBDX Schema
name>,<OBDX Schema password>,jdbc:oracle:thin:@<OBDX DB hostname or IP>:<OBDX DB listener
port>/<OBDX Service Name>"

fore.g.:

java -jar -Djava.util.logging.config.file='"Entitlement_log4j.properties’
com.ofss.digx.utils.entittement.feed.data.jar “Resources.csv,Entitlement.csv,Day0Policy.csv’ 'KERNEL'
"oracle.jdbc.OracleDriver,OBDX_THP181,Welcome#1,jdbc:oracle:thin:@10.44.169.255:1521/0BDX"
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» Run below command manually if “SEVERE” error logs are found in Dashboard_seed.log

java -jar -Djava.util.logging.config.file='<logs.properties>’ com.ofss.digx.utils.dashboard.jar ‘<path>/
dashboard_json’ "oracle.jdbc.OracleDriver,<OBDX Schema name>,<OBDX Schema
password>,jdbc:oracle:thin:@<OBDX DB hostname or IP>:<OBDX DB listener port>/<OBDX Service
Name>"

for e.g.:

java -jar -Djava.util.logging.config.file= Dashboard_seed_log4j.properties’
com.ofss.digx.utils.dashboard.jar ‘/installables/policies/dashboard_json’
"oracle.jdbc.OracleDriver,OBDX_THP181,Welcome#1,jdbc:oracle:thin:@10.44.169.255:1521/0BDX"

» Post successfully execution, restart Managed server.
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Wallet Configuration

To

include wallet link to mobile landing following changes are to be done in file at

../channel/components/home/mobile-landing/mobile-landing.js:

1.

Register wallet component
Params.baseModel.registerComponent("wallet-signup", "signup");
Add wallet component in quick-links
self.quickLinks.push({

txt: self.nls.quickLinks.labels.wallet,

icon: "wallet/wallet-money.svg",

link: "wallet"

i
To load component on click add following code.
if (data.link === "wallet") {
Params.dashboard.loadComponent("wallet-signup”, {});

}

To include wallet widget in browser landing page following changes are to be done:

1. Infile at ../channel/components/widgets/pre-login/product-home/product-home.html add entry of
wallet component as follows:
<wallet params="baseModel : $haseModel, rootModel : $data, dashboard: $dashboard"></wallet>
2. In file at ../channel/lcomponents/widgets/pre-login/product-home/product-home.js register the
component.
Params.baseModel.registerComponent("wallet", "home");
3. Add wallet component in UlAuthorization.json of widgets at path

..Ichannel/components/widgets/META-INF/UlAuthorization.json.
In entry of wigdetName: Product Home, add #wallet#product-header-text to requiredUl
Dashboard changes to include wallet account summary in Net Worth Graph make changes at path

..\channel\components\widgets\dashboard\net-worth-graph\net-worth-graph.js

Push value in the array self.pieSeriesValueForCredit as mentioned.

{

name: self.resource.labels.wallet,
items: [summary.WalletAmount],
color: "#0000FF"

}

Home
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